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Introduction
Whistleblowers play a vital role in exposing fraud, corruption and mismanagement as 
evidenced by a slew of high-profile cases in recent years.  

While some European countries stepped up and implemented comprehensive 
whistleblower protection laws at some point over the past two decades, much of the 
continent employed a confusing patchwork of legislation. In some cases, European 
whistleblowers lacked protection entirely while in others, the laws did not go far 
enough. 

Enter the EU Whistleblowing Directive. In April 2018, the EU Commission launched 
a proposal for a directive aimed at providing uniform protection for whistleblowers 
and a provisional agreement was reached between member states and the European 
Parliament in March 2019. It was adopted as Directive 2019/1937 in December 2019. 
Before the process kicked off, the Commission stated that just 10 EU member states 
– France, Hungary, Ireland, Italy, Lithuania, Malta, the Netherlands, Slovakia, Sweden 
and the UK (then a member state) had some form of “comprehensive law” protecting 
whistleblowers. 

The EU Whistleblowing Directive aims to provide common minimum standards 
of protection for whistleblowers across the EU.  A strong focus is being placed 
on establishing safe reporting channels and implementing measures to prevent 
retaliation. Companies and public bodies with 50 or more employees, as well as 
municipalities with more than 10,000 inhabitants, are therefore obliged to establish 
confidential whistleblowing systems and implement protective measures. 

The Directive had to be transposed into national law by 17 December 2021, a deadline 
that most EU member states failed to meet. So far 20 member states, including 
Denmark, Sweden, Portugal, France and Croatia, have transposed it into national law.

EQS Group worked with its expert partner network across the EU to paint the most 
comprehensive picture possible of the situation across the continent in mid-2022. 
Enjoy reading. 

Disclaimer: This white paper is for non-binding general information purposes 
only and does not constitute legal advice. All offered information is without 
guarantee or liability for correctness and completeness.
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The EU Whistleblowing Directive requires companies and public bodies with 250 or 
more employees, as well as municipalities with more than 10,000 inhabitants, to set 
up confidential whistleblowing systems and implement other safeguards. Organi-
sations with between 50 and 249 employees will have an additional period up until 
2023 to complete this process.

Importantly, the legislation goes a step further than just shielding employees. It 
also extends protection to relevant stakeholders such as job applicants, former 
employees, the whistleblower’s contacts and journalists. These individuals are all 
protected from forms of discrimination such as dismissal and degradation. 

While protection only applies to reports of wrongdoing related to EU law such as tax 
fraud, money laundering, data protection violations, environmental breaches and so 
on, national legislators have been encouraged to extend this to national law. That 
has been reflected in the Europe-wide transposition process so far.

Under the new Directive, the whistleblower can initially choose whether to report a 
concern internally within the company or directly to the respective and competent 
supervisory authority. If the concern receives no response or if the whistleblower 
believes that it is in the public interest, he or she can also go directly to the public. In 
both cases, the individual is afforded protection. It is recommended that companies 
gather internal reports to avoid potential sanctions or reputational damage if 
whistleblowers opt for an external option.
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In addition to the key points outlined above, other important aspects of the Directive 
are as follows: 

 ■ Organisations with more than 50 employees are obliged to establish suitable 
internal reporting channels

 ■ Whistleblowers should be able to submit reports in writing via an online 
system, by post or orally through the use of a telephone hotline or 
answering machine system. Companies have to ensure that the identity of 
the whistleblower is kept confidential regardless of the channel used

 ■ All personal data must be handled in accordance with the GDPR

 ■ Organisations must designate a suitable person to receive and follow up on 
reports internally 

 ■ Receipt of the report must be confirmed to the whistleblower within seven 
days while he or she must be informed of any action taken within three 
months, as well as the status of the internal investigation and its outcome

 ■ Companies are required to provide information on the internal reporting 
process as well as on the reporting channel(s) to the respective authority. 

 ■ All reports have to be stored in a secure location so that they can be used as 
evidence where appropriate

 ■ A shared reporting channel can be used at companies with between 50 and 
250 employees to fulfill the obligations of the Directive. 

 ■ Sanctions are included whereby companies obstructing the reporting 
procedure will face penalties. The same applies to a failure to keep the 
whistleblower’s identity confidential or retaliatory action by the employer 

The safeguards of the new legislation aim to encourage whistleblowers to report 
company infringements while signaling that they have nothing to fear when speaking 
up. While the Directive certainly benefits whistleblowers, it has to be said that it 
also comes with significant advantages for organisations. The implementation of 
effective whistleblowing measures and the incorporation of a solid speak-up culture 
encourages employees and other key stakeholders to raise their concerns internally. 
This allows organisations to identify and eradicate risk at an early stage, thereby 
reducing the chances of serious financial or reputational damage. In addition, taking 
such steps allows a company to create a positive image of transparency and trust, an 
essential element of a healthy corporate culture.
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Austria
What is the implementation status of the EU Whistleblowing Directive?

Austria’s draft Whistleblower Protection Act (HSchG) aims to transpose the EU 
Whistleblowing Directive into national law, and it was passed both by the National 
Council and the Federal Council in  February 2023. With its promulgation, the law 
entered into force on 25 February 2023.

In order to establish internal reporting channels, the law allows for a transitional 
period of six months for legal entities with 250 employees or more. Smaller 
companies with between 50 and 249 employees have an extended transition period 
until 18 December 2023 to implement these measures. 

Along with the federal HSchG, the EU Whistleblowing Directive is being implemented 
in nine different Austrian provincial laws applying to public legal entities (e.g. 
provincial administrations, district authorities, municipalities). These nine provincial 
laws have already entered into force. 

What are the main content requirements?

The Austrian HSchG largely abides by the contents of the EU Whistleblowing Directive. 
Corruption offenses according to § 302-§ 309 have been included in Austria’s law as 
additional reporting topics. 

The law provides an obligation for private and public companies with more than 
50 employees to establish internal reporting channels. In certain sectors, such 
as finance, the federal law applies regardless of the number of employees. Legal 
entities (with the exception of federal administrative authorities) may transfer the 
responsibility for the internal reporting channel to a joint body or delegate this task 
to third parties. The HSchG does not provide an exemption for municipalities with 
less than 10,000 inhabitants – this exemption is found in the respective laws of the 
federal states. 

Companies can accept anonymous reports, but the HSchG does not oblige organi-
sations to establish anonymous reporting channels. However, whistleblowers who 
do make anonymous reports fall under the protection of the law if their identity 
becomes known. 
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What are the requirements for group structures?

The law provides that companies – regardless of their size – can delegate the 
management of their internal reporting channels to a joint body. This differs from 
the provisions of the EU Whistleblowing Directive which stipulates that resources can 
only be shared by legal entities with fewer than 250 employees. Group companies 
can make use of this provision in Austria.  

Furthermore, the law provides that companies can entrust third parties with the 
management of reporting channels on their behalf and this option can also be used 
in group structures. 

What external reporting channels are provided by 

the government?

The Federal Office for the Prevention of and Fight against Corruption is designated 
as the central external office for handling reports on violations of federal regulations 
for legal entities under public and private law. With regard to public legal entities 
subject to state law, the respective state laws provide their own external entities 
that handle reports and these vary from state to state. 

The existing external reporting channels (such as those of the Austrian Financial 
Market Authority or the Central Money Laundering Reporting Office) will continue 
to exist alongside the new general external reporting channel. 
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Are there any special requirements for setting up a  

reporting system? 

The legal entities concerned are obliged to provide their employees with an internal 
reporting channel. There is no explicit obligation to make the channel available to 
external whistleblowers as well. However, the internal channel should be designed 
in such a way that whistleblowers are encouraged to report internally rather than 
externally. 

All whistleblowers must also be given access to clear information through both 
internal and external reporting channels. 

The Austrian HSchG does not lay down any specific requirements regarding the 
design of the internal reporting channel. It states that they must allow either written 
or oral tips (or both) and that whistleblowers should be granted the possibility of a 
face-to-face meeting if desired. Email is neither excluded as a reporting channel nor 
is it considered critical from a legislative point. This is as long as the whistleblowing 
system as a whole meets the requirements regarding technical and organisation 
measures according to Art. 25 of the General Data Protection Regulation (GDPR).  

The law does not provide for an obligation but for the possibility of establishing 
anonymous reporting channels. Internal reporting channels must be designed in 
such a way that they encourage all whistleblowers to give preference to internal 
processing rather than to an external entity. 
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How are whistleblowers protected?  

The HSchG contains several protective measures for whistleblowers (provided that 
the whistleblowing complaint is justified and falls within the reporting topics of the 
HSchG): 

 ■ Protection against reprisals such as dismissal or contract termination, denial 
of promotion, reduction of salary, disciplinary action, etc. 

 ■ Information, counselling and procedural support for whistleblowers 

 ■ Release from liability and confidentiality obligations 

Anyone who retaliates against a justified report is obliged to restore the lawful state 
of affairs and pay compensation.

However, unlike the EU Whistleblowing Directive, Austrian law does not provide for 
an absolute reversal of the burden of proof. According to the HSchG, the whistle-
blower must credibly demonstrate that a measure was taken in retaliation for a 
report.

Administrative penalties for obstructing whistleblowers, retaliation or breach of 
confidentiality range from EUR 20,000 to EUR 40,000, unless the offence carries a 
higher penalty under other regulations (such as the Data Protection Act). 

Whistleblowers who knowingly make false or misleading statements are not 
protected and are subject to sanctions. 

How are whistleblowers protected? 

The HSchG contains a separate section on data protection topics in § 8. This provides 
clear rules on the permissibility of processing personal data when operating a 
whistleblowing system (including data pursuant to Art. 9 and 10 of the GDPR) as 
well as exceptions to the rights of data subjects pursuant to Art. 12 of the GDPR. The 
section also contains provisions on the allocation of roles under data protection law. 
If (group) companies jointly operate a whistleblowing system, they are considered 
joint controllers within the meaning of the GDPR. 
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The HSchG provides for a retention period for personal data of five years from its last 
use or transmission unless a longer retention period is required due to administrative 
or judicial proceedings already initiated (or an investigation). 

A data protection impact assessment was already carried out as part of the legislative 
process. According to the explanatory notes of the legislation, the individual data 
controllers no longer have to conduct their own data protection impact assessment 
if they fall within the scope of the HSchG. 

The HSchG does not contain any provisions on the participation rights of employee 
representatives regarding the implementation or operation of whistleblowing 
systems. However, the provisions of §§ 96, 96a Arbeitsverfassungsgesetz (Labour 
Constition Act) regarding the consent of the works council apply to the implemen-
tation of whistleblowing systems. In any case, the consent of the works council will 
be required if the implemented system goes beyond the national legal requirements. 

In Austria, there is no obligation to report the establishment and operation of an 
internal whistleblowing system to an authority. 

Mag. (FH) Susanne Flöckner

CFE, CIA (Partner)

KPMG Austria

KPMG firms operate in 145 countries and territories, and in FY21, collectively 
employed more than 236,000 people, serving the needs of business, governments, 
public-sector agencies, not-for-profits and through KPMG firms' audit and assurance 
practices, the capital markets. KPMG is committed to quality and service excellence 
in all that we do, bringing our best to clients and earning the public's trust through 
our actions and behaviors both professionally and personally. 
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Belgium
In 2019, Directive (EU) no. 2019/1937 on the protection of individuals who report 
breaches of Union law – colloquially known as ‘the EU Whistleblowing Directive’ – was 
adopted. It should have been transposed into Belgian legislation by 17 December 
2021, a deadline that Belgium clearly missed. The Act transposing the Whistle-
blowing Directive into national law was eventually enacted by the Chamber on 28 
November 2022 and was published in the Belgian Official Gazette on 15 December 
2022. As a result, companies employing 250 employees or more are required to have 
their internal reporting channels up and running from 15 February 2023. Companies 
employing between 50 and 249 employees have to comply with this requirement 
by 17 December 2023 (specific thresholds exist for the financial sector, see below). 

In this section, we’ll briefly outline the private sector implementation of the EU 
Whistleblower Directive’s guidelines in Belgium, based on the text of the Directive 
itself and the Belgian transposition Act.

Material and personal scope 
The Directive is aimed at protecting individuals who report breaches of a number 
of specific areas of Union law. Article 2 of the Directive details these areas, which 
include: 

 ■ Public procurements 

 ■ Financial services 

 ■ Product safety & compliance

 ■ Protection of the environment

 ■ Transport safety

 ■ Radiation protection & nuclear safety

 ■ Food and feed safety & animal welfare 

 ■ Public health & animal health

 ■ Consumer protection 

 ■ Protection of privacy and data
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The Act reproduces the Directive’s material scope verbatim, however, and also 
expands on it by including tax and social fraud.

The Directive’s principles are applicable to all individuals who obtained information 
in a work-related context. As such, not only employees are included, but also 
self-employed individuals, trainees, ex-employees, service providers, etc.

Reporting channels
In order to introduce an all-encompassing reporting system for whistleblowers, 
the Belgian transposition Act provides for three different reporting channels, in 
accordance with the Directive: 

 ■ An internal channel within the company or organisation 

 ■ An external channel, set up by the government 

 ■ Public disclosure, e.g. via the press

The Directive and the Belgian transposition Act start from the guiding principle that 
relevant information on breaches should – where possible – swiftly reach the level 
that is closest to the source of the issue and where it can be remedied as efficiently 
as possible. It therefore encourages reporting through internal channels where 
feasible. This, however, doesn’t detract from the whistleblower’s prerogative to use 
the channel that they deem to be the most appropriate for their reporting. 

Internal channel

By 15 February 2023, every company with 50 or more employees was obliged to set 
up an internal reporting system classified as secure, impartial and confidential after 
consultation with social partners. However, companies providing specific financial 
and economic services have to establish an internal reporting channel as soon as they 
employ one employee.

Companies must implement an internal policy for at least the reporting of the 
workers of the company. A global policy can be implemented with a country-specific 
annex to comply with the most stringent local rules.
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With respect to the establishment of an internal reporting channel, the Belgian 
transposition Act requires the appointment of a reporting manager which can 
be someone in the company (such as an HR director) but can also be an external 
specialised provider. Reports can be filed in writing, on the phone (or via other similar 
means) or in person. The internal channels are designed to ensure confidentiality. 
The personnel handling whistleblowing data must do so in strict confidentiality. 
Therefore, the identity of the whistleblower is confidential as well as the information 
he or she has delivered. It is important to note that for companies counting 250 
employees or more, anonymous reports can also be filed and must be processed.

Stringent deadlines apply, as any report must be acknowledged within a maximum 
term of seven calendar days and must be answered within a maximum term of three 
months.

The Belgian transposition Act used the Directive’s possibility to postpone the entry 
into force of the requirement to establish an internal reporting channel for companies 
that employ 50 to 249 employees until 17 December 2023. Companies employing 
250 workers or more, however, are required to have their internal reporting channels 
up and running from 15 February 2023 - two months after the publication of the 
Belgian transposition Act in the Belgian Official Gazette.

Note that the above employee thresholds concern the average number of workers 
employed by the company, calculated in accordance with the regulations that are 
applicable in the context of the social elections. The term “company” refers to the 
technical business unit, rather than merely to the legal entity. 

External channel

With respect to the requirement to introduce an external reporting channel, the 
Belgian transposition Act designates the Federal Ombudsman as the coordinating 
body. The Ombudsman will receive the whistleblowing reports and will dispatch 
them to the appropriate subject matter-specific body or industry-specific body (such 
as the Financial Services and Markets Authority, the Belgian National Bank and the 
Data Protection Authority).

Public disclosure

Where internal or external whistleblowing doesn’t result in appropriate action, if 
there are serious reasons to believe that there’s an immediate threat to the public 
interest, or if there’s a risk of retaliation or destruction of evidence, reporting can 
also be done via public disclosure.
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Protection against retaliation

The Whistleblowing Directive provides protection against retaliation – or the 
threat of retaliation – for individuals who report a breach via an internal channel, 
external channel or public disclosure. The Directive provides for a broad definition 
of retaliation; this not only includes suspension and dismissal, but also inter alia 
demotion or withholding of promotion, changing the terms of employment, intimi-
dation and blacklisting. Note that, in order to be protected against retaliation, 
the whistleblower should in principle have reasonable grounds to believe that 
the matters reported by them are true. This condition acts as a safeguard against 
malicious or frivolous reporting. 

A whistleblower who suffers retaliation is entitled to an indemnity that ranges 
between 18 and 26 weeks salary, or – if the whistleblower is not an employee – 
compensation equaling the actual damages. In case of retaliation after reporting 
a breach related to financial services, products and markets, or the prevention of 
money laundering and financing of terrorism, the whistleblower can choose between 
an indemnity that’s equal to 6 months' salary (of course only possible for employees) 
or one that equals the actual damages. 

The Belgian transposition Act provides for a reversal of the burden of proof before 
the competent courts. If an individual shows that they reported a breach covered 
by the transposition Act and faced a disadvantage, the latter will be rebuttably 
presumed to constitute a retaliation for the report (meaning that the employer will 
have to demonstrate that said disadvantage was based on justified grounds).

Note that other acts protecting workers, such as the harassment procedure, are not 
abolished and coexist with the Belgian transposition Act. The Belgian transposition 
Act, however, specifically states that indemnities for unreasonable dismissal are not 
cumulative with indemnities for retaliation in the context of the Belgian transpo-
sition Act.
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Sanctions

The Belgian transposition Act provides for several specific sanctions. First of all, 
non-compliance with the obligation to set up an internal reporting channel will be 
punishable with a level four Social Penal Code sanction for the employer, its agent 
or its proxy holder, i.e. either imprisonment of six months or up to three years 
(converted for legal entities into a fine of between EUR 24,000 and EUR 576,000*) 
and/or a criminal fine of between EUR 4,800 and EUR 48,000 or an administrative 
fine of between EUR 2,400 and EUR 24,000.

In addition, a private sector legal entity (the employer, its agent or its proxy holder), 
the members of its personnel, as well as each natural person that:

 ■ Impedes or tries to impede a report 

 ■ Retaliates against a whistleblower 

 ■ Initiates unnecessary and vexatious proceedings against a whistleblower

 ■ Violates the obligation to keep a whistleblower’s identity confidential

will also be punishable by imprisonment of six months up to three years (converted 
for legal entities into a fine of EUR 24,000 up to EUR 576.000*) and/or a criminal fine 
of between EUR 4,800 to EUR 48,000.

Sara Vanderstraeten 
Associated Lawyer

PwC Belgium

PwC Legal Belgium, a fully fledged business law firm, is part of the PwC Legal network, 
offering the broadest geographical coverage of any legal services network in the 
world with over 3,600 lawyers in 98 countries. The extensive international network 
of lawyers plus the PwC tax, finance, accounting, advisory and other specialists are 
available where needed to provide an end-to-end solution tailored to our clients’ 
unique situations. The firm consists of a varied expert team of over 60 passionate 
lawyers. From Belgium-based businesses to multinationals, start-ups and scale-ups 
to non-profit and government organisations, it guides organisations through all 
aspects of business law, in Belgium and beyond. Its multidisciplinary approach gives 
the firm an indisputable edge in all matters that PwC Legal handles, since it enables 
a better understanding of all (non-legal) issues to advise more effectively on the 
legal aspects. PwC Legal assists organisations of all sizes with cutting-edge legal 
advice specific to their individual needs. It guides them in all aspects of corporate 
and commercial law, mergers and acquisitions, real estate (public and private), 
banking and finance, employment law, privacy and data protection, intellectual 
property, financial regulations, public law and tax policy, tax dispute resolution and 
tax litigation services, both in and out of court.
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Bulgaria

Transposition status of the Whistleblowing Directive

The EU Whistleblowing Directive (2019/1937) has been transposed in Bulgaria.  

On 27 January 2023, the National Assembly adopted a new law on the protection 
of persons reporting or publicly disclosing information on breaches (the “Whistle-
blowing Law”) which transposes the requirements of the Directive. 

The Whistleblowing Law was published in State Gazette, Issue No. 11 dated 3 
February 2023 and will be effective from 4 May 2023. This excludes the provisions 
establishing obligations for employers in the private sector with between 50 and 249 
employees which shall apply from 17 December 2023. 

The legislation and the explanatory memorandum are available (in Bulgarian 
language only) here. 

Specifications of the national draft whistleblowing law
Breaches subject to reporting under the Whistleblowing Law 

The Whistleblowing Law adopts the minimum standards for protection of persons 
reporting breaches of EU law and national law in the areas provided for in the 
Whistleblowing Directive, namely:

 ■ Breaches of Bulgarian legislation or acts of the European Union in the 
following areas: public procurements, finance services, products and 
markets, and the prevention of money laundering and terrorist financing, 
product safety and compliance, transport safety, protection of the 
environment, radiation protection and nuclear safety, food and feed safety, 
animal health and welfare, public health, consumer protection, protection of 
privacy and personal data, and security of network and information systems. 

 ■ Breaches affecting the financial interests of the European Union and 
breaches relating to the internal market, including breaches of the European 
Union competition and State aid rules. 

 ■ Breaches relating to cross-border tax arrangements, the purpose of which 
is to obtain a tax advantage that defeats the object or purpose of the 
applicable corporate tax law.

https://www.parliament.bg/bg/bills/ID/164632
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The Whistleblowing Law also extends protection regarding the reporting of crimes of 
a general nature of which the whistleblower has become aware of in a work-related 
context, as well as the reporting of breaches of the rules on payments of due public 
state and municipal receivables. Finally, it also takes into account breaches of the 
labour law and the law on public service. 

As per the Whistleblowing Law, no proceedings are initiated on anonymous reports 
and reports on breaches committed more than two years ago. 

Obligated entities/persons under the Whistleblowing Law 

The obligated parties under the Whistleblowing Law are: 

 ■ Employers in the public sector, excluding municipalities with a population of 
less than 10,000 people or less than 50 workers or employees. 

 ■ Employers in the private sector with 50 or more workers or employees. 

 ■ Employers in the private sector, regardless of the number of workers or 
employees, if their activity falls within the scope of certain well-described 
acts of the European Union (e.g., financial and insurance sector, public 
companies, other public interest entities, obligated persons under the Law 
on Measures Against Money Laundering).

Obligations under the Whistleblowing Law  

Each employer subject to the Whistleblowing Law shall:

 ■ Establish an internal reporting channel in compliance with the requirements 
specified under the law. 

 ■ Adopt rules for internal reporting and follow-up on the reports received, 
subject to regular review and update (at least once every three years). 

 ■ Appoint one or more employees responsible for handling reports (this may 
be the data protection officer, and if there is no obligation to appoint a data 
protection officer, another employee is designated to handle reports). 

 ■ Provide clear and easily accessible information regarding the procedures for 
reporting. 

 ■ Fulfil specific obligations related to the process of receiving reports, internal 
inspection of the reports and follow-up, including duty of confidentiality 
with respect to the identity of the whistleblower and the persons concerned.

 ■ Create and maintain a record of the reports received and adopt an internal 
procedure for compliance with a regulation adopted by the national body for 
external reporting. 

 ■ Submit regularly the necessary statistical information to the national body for 
external whistleblowing in accordance with the procedure established by it.
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Legal entities in the private sector with a total number of 50 to 249 employees may 
use a common channel for internal reporting by designating one person or a separate 
unit responsible for handling reports. This exception does not apply to employers in 
the private sector whose activity falls within the scope of the acts of the European 
Union as per above. 

Legal entities in the private sector may assign the functions of receiving and 
registering reports of breaches to another natural or legal person outside their 
structure, subject to compliance with the requirements of the law. 

Legal entities in the private sector may use an internal reporting channel created by 
the economic group to which they belong, if the channel meets the requirements of 
the Whistleblowing Law. 

Requirements for the whistleblowing channels 

The whistleblowing channels shall meet the following criteria:

 ■ To be managed in a way that ensures the completeness, integrity and 
confidentiality of the information and prevents access by non-authorized 
persons. 

 ■ To enable durable storage of information in order to allow further 
investigations of the reports to be carried out.
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Specific requirements related to submission of reports, internal 

inspection and follow up 

 ■ Submission of reports: The report may be submitted in writing or orally. 
The written report shall contain full name of the reporter, contact details, 
name of the person against whom the report is submitted, and his/her 
workplace, if applicable, circumstances related to the reported breach, date 
and signature/other identification of the whistleblower. The oral report 
is documented in a form containing the above components. Anonymous 
reporting is not permitted. 

 ■ Initial assessment of the report: Еach report is verified for regularity and 
credibility, as well as whether it falls within the scope of the law. 

 ■ Internal inspection: Receipt of the report shall be acknowledged 
within seven days and feedback on the follow up shall be given to the 
whistleblower within three months. The persons concerned shall be entitled 
to provide explanations, to review and object to the evidence collected and 
to provide new evidence. 

 ■ Follow up: The obligated person shall take actions to suspend or prevent the 
breach. The inspection may be closed in case of clearly minor breaches which 
do not require further follow-up, in the case of repetitive reports containing 
no new information or if crime data is established where the report is 
forwarded to the prosecutor’s office.  

 ■ Registration and retention: Each report is logged in a special register 
containing content as required by law and shall be retained for a reasonable 
period of time as determined by the obligated person.

Central authority for external reporting 

The central national authority for external reporting is the Commission for Personal 
Data Protection (the “Commission”). 

The Commission also gives methodological instructions to the obligated entities 
under the Whistleblowing Law, adopts forms and regulations as required by the said 
law. Additionally, it performs the other powers attributed to it by virtue of the law, 
including the authorization of the imposition of sanctions in case of breaches of the 
Whistleblowing Law. 

The Commission shall forward the reports to the relevant competent authority 
depending on the breach reported. The Commission is authorized to close investi-
gations on external reporting when the reported breach is clearly minor and does 
not require further follow-up or in the case of repetitive reports that do not contain 
new information. 

The work of the Commission under the Whistleblowing Law is subject to external 
audit by the Ombudsman of the Republic of Bulgaria.
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Sanctions 

The Whistleblowing Law provides for various sanctions for breaching the obligations 
under it which, depending on the type of the breach, vary from BGN 400 (appr. EUR 
200) to BGN 20,000 (appr. EUR 10,200) for legal entities. For repeated breaches 
of the obligations to create an internal reporting channel and to regularly review 
and update the internal rules adopted in this regard, larger amounts of sanctions 
are applied, namely from BGN 10,000 (appr. EUR 5,100) to BGN 30,000 (appr. EUR 
15,300) for legal entities.

The Whistleblowing Law also provides for a fine from BGN 3,000 (appr. EUR 1,500) to 
BGN 7,000 (appr. EUR 3,500) for persons where it is established that they knowingly 
reported or publicly disclosed false information.

Whistleblower protection as per the effective national law 
The Whistleblowing Law prohibits any form of retaliation against the whistleblowers 
and other protected persons (facilitators, colleagues, relatives, legal entities that 
the whistleblower owns or is otherwise connected with in a work-related context), 
including threats of retaliation and attempts at retaliation. 

The forms of retaliation may include, but are not limited to dismissal, demotion or 
withholding of promotion, change of location of place of work, reduction in wages, 
change in working hours, a negative performance assessment or employment 
reference, imposition of any disciplinary measure, discrimination, early termination 
of a contract, harm to a person’s reputation, or financial loss, including loss of 
business and loss of income as well as the cancellation of a licence or permit. 

In case of a breach of this prohibition, the whistleblower has the right to compen-
sation for any material and non-material damages suffered. Any damages caused to 
the whistleblower in connection with his/her report or publicly disclosed information 
are considered to have been caused intentionally unless proven otherwise. 
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Dilyana Dimitrova, Attorney-at-law 
Senior Manager, Legal Advisory

KPMG Bulgaria

KPMG firms operate in 145 countries and territories, and in FY21, collectively 
employed more than 236,000 people, serving the needs of business, governments, 
public-sector agencies, not-for-profits and through KPMG firms' audit and assurance 
practices, the capital markets. KPMG is committed to quality and service excellence 
in all that we do, bringing our best to clients and earning the public's trust through 
our actions and behaviors both professionally and personally.

Other relevant national laws  
In view of the personal data processing in whistleblowing systems, other data 
protection requirements under the General Data Protection Regulation (EU 
2016/679) (“GDPR”) should be considered, including but not limited to (i) ensuring 
data protection by design and by default, (ii) conducting a Data Protection Impact 
Assessment, if required, (iii) determining and documenting the legal basis for 
processing, (iv) creation/update and delivery of privacy notices to the data subjects 
concerned, (v) update of the Records of Processing Activities. In addition, as per 
the Bulgarian Data Protection Law, each employer is obliged to adopt internal rules 
and procedures to govern the data processing aspects of implemented systems 
for incident reporting which must contain details on the scope of processing, the 
obligations of the employer and the employees, and the use of the system in general.  
The latter is achieved by taking into account the business activity of the controller 
and the nature of the work. The rules should not limit the rights of the data subjects 
under local laws. 

From a labour law perspective, the whistleblowing rules shall be duly adopted by 
employers. Depending on the internal organisation of the employers and the legal 
labour requirements applicable to them, they should consider consultations with the 
employees’ representatives and the participation of trade unions in the preparation of 
the draft internal regulations that concern employment relations (including whistle-
blowing rules). The Whistleblowing Law does not provide any specific requirements 
regarding consultations with the employees’ representatives and participation of 
the trade unions in the preparation of the draft whistleblowing rule. As a result, the 
general rules shall apply. 
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Croatia
The Republic of Croatia, like many other EU member states, missed the original 
deadline for transposing the EU Whistleblowing Directive. Therefore, at the end of 
January, Zagreb received an official warning from the European Commission (the 
so-called "infringement") for non-compliance with EU law regarding the implemen-
tation process. The purpose of this warning, which relates to the protection of human 
rights and citizenship, was to ensure the proper application of EU law. However, at 
the end of April, after two readings in Croatian Parliament, the Croatian Whistle-
blower Protection Act ("The Act") was adopted, which has been in force since April 
23, 2022.

Situation before the EU Whistleblowing Directive
The subject of whistleblower protection in Croatia has been regulated since mid-2019 
(even before the EU Directive), when the first Whistleblower Protection Act was 
passed. It had many loopholes and shortcomings which resulted in legal uncertainty 
and non-effective whistleblower protection.

Since it does not make sense to spend time and effort on the old law which is no 
longer in use, I am focusing on one aspect of that legislation which remains in force 
and represents good practice.

In the old law, there was a position of “confidential person” like some form of trustee 
whose main task was to manage the reports received. The Act prescribed a few key 
obligations for the employer regarding this "confidential person".

The employer was obliged to appoint an individual with the agreement of at least 
20% of employees. That means the person responsible was chosen and voted for 
by employees, resulting in greater confidence in the position and in the system in 
general. Appointed in this way, the "confidential person" could be recalled via just 
20% of the employees. He or she would propose a deputy who must be accepted and 
appointed by the employer. Both a "confidential person" and a deputy are appointed 
by the employer with their prior consent. If 20% of employees do not manage to 
make the decision themselves, the confidential person is chosen by the employer 
directly.

A survey among employers and employees conducted by RAVECON (EQS Group 
partner in Croatia) showed that this concept was widely accepted by both parties. 
It is therefore not surprising that it is also part of the new Act, with some minor 
improvements (if the entity has a works council or union trustee, they can also 
propose a nominee for "confidential person").
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The details behind the new legislation
The new Act contains extended mechanisms and represents progress over the 
previous law. Based on the implemented provisions of the EU Directive, it ensures 
an improved level of whistleblower protection and contributes to the further 
strengthening of the legal protection of whistleblowers. As a basic part of the Law, 
along with the “confidential person” concept, three methods of reporting remain 
unchanged, which means:

 ■ Internal reporting (within the entity) in accordance with the procedure 
established by the internal act

 ■ External reporting (to the ombudsman)

 ■ Public disclosure

However, in relation to the previous legislation, new, specific provisions and positive 
aspects of the Croatian Whistleblower Protection Act are as follows:

 ■ It covers both the public and private sector in addition to better outlining the 
scope of application.

 ■ As well as those provisions and the scope defined by the EU Directive, the 
Act protects whistleblowers who report irregularities relating to other 
breaches of national law if such an irregularity endangers the public interest.

 ■ A special legal act will be adopted to regulate the protection of 
whistleblowers and the procedure for reporting irregularities in the national 
security and defense sector.

 ■ The definition of the terms in the Act are better explained.

 ■ The list of potential whistleblowers has been expanded. The Act now 
covers a wide range of potential whistleblowers, which includes employees, 
self-employed persons, stakeholders, board members, but also individuals 
outside the employer such as suppliers, contractors, volunteers, trainees, 
board members and all persons who in any way participate in the activities of 
a legal or natural entity (a so called "working environment").

 ■ The Act protects related persons (assistants, whistleblower's family and 
relatives, individuals who help the whistleblower as well as legal entities 
connected to the individual speaking out). Rights and conditions for their 
protection are well defined.
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 ■ It also protects the “confidential person", his or her deputy, and the identity 
of the person concerned (the person to whom the report relates or the 
person who is the subject of the report).

 ■ The legislation explicitly forbids retaliation and describes in detail which 
actions are considered retaliatory with a wide list of examples. It is also 
forbidden to prevent or attempt to prevent the reporting of irregularities.

 ■ There is no delay for medium-sized organisations which means that internal 
reporting systems need to be established almost simultaneously (a few 
months difference) by all entities with 50 or more employees. Entities 
working in the areas of financial services, products and markets, money 
laundering prevention and the elimination of terrorist financing must have 
an internal reporting channel even if they have less than 50 employees.

 ■ In addition to one of the employees, a works council member or a union 
trustee, along with the “confidential person” who manages reports, there 
can also be a third person involved outside the entity (not within the 
company or organisation).

 ■ Public companies and private sector entities with 50-249 employees can 
share resources in receiving and managing reports.

 ■ The whistleblower is entitled to judicial protection, free legal aid (in 
accordance with the law governing the right to free legal aid) and 
psychological support.

 ■ The whistleblower is allowed to report directly to the ombudsman, without 
the obligation of the previous internal reporting as well as directly to the 
state authorities authorized to act in accordance with other national laws 
and established procedures.

 ■ Public disclosure is acceptable if the whistleblower has reported through 
the internal and external reporting channels first, but no appropriate action 
was taken within the prescribed time. In addition, such a public disclosure is 
permitted if the whistleblower has reasonable grounds to believe that the 
breach may pose an imminent or obvious danger to the public interest or if 
there is a risk of retaliation in case of external reporting.

 ■ The Act prescribes the "burden of proof for the employer" meaning that the 
person or entity (reported person) who retaliated must prove that his or her 
actions towards the whistleblower were justified and were in no way related 
to the specific report or public disclosure.
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Shortcomings and criticism
Once again, it has to be said that the Croatian Whistleblower Protection Act certainly 
represents progress in relation to the previous legislation. But at the same time, the 
Act is deficient in terms of basic mechanisms to encourage whistleblowers to report 
and to protect them at the same time. These are the four remaining significant 
shortcomings of the Act. They can negatively affect both its application in practice 
and generate negative consequences for whistleblowers.

1. Anonymous application

Anonymous reporting should be legitimate and every employer must accept 
an anonymous report and act upon it. The Act should stipulate that anonymous 
reporting can be an exclusive choice for whistleblowers and that all whistleblowers 
may resort to using anonymous reporting, if desired. Also, in the case of anonymous 
reporting, the employer may not request information about the whistleblower.

2. Coverage of the Act on national laws and regulations 

In order to better and more comprehensively transpose the Directive, the Act should 
provide protection to whistleblowers who report irregularities indicating violations 
of any national legal provisions in force in Croatia and precisely define and specify 
which national regulations are covered by the Act. It should also define the meaning 
of the term "public interest" so that whistleblowers clearly know the violations of 
which national regulations constitute the basis for reporting under the Act.

In this regard, it would help to further develop and specify areas eligible for 
reporting which includes irregularities in the use of EU funds, tax or customs evasion, 
subsidy fraud, fraud in economic business, conflicts of interest, receiving and giving 
bribes, evasion, embezzlement, misuse of insider information, abuse of position and 
authority, illegal favoritism, irregularities in the management of state budget funds 
and others.
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Robert Ravenšćak 
Founder & Managing Director

RaveCon Consulting

Ravecon doo is a private consulting company dealing with business consulting, 
strategic planning, organisational development and project management. Business 
ethics and compliance as well as the fight against corruption have been the main 
focus of the company for several years. Ravecon is the first Croatian company actively 
engaged in consultancy in this area.

3. Obligation to report internally to all public authorities (regard-

less of the number of employees)

For all public entities, regardless of the number of employees, the possibility of 
reporting internally must be ensured. This would open the possibility not only for 
employees, but also for suppliers and business partners, volunteers or associates 
(the so-called "work environment") to point out irregularities that occur in the public 
sector (the most corrupt part of society).

4. Increase of penalties and introduction of imprisonment for 

non-compliance with the Act 

Fines for violating the Act are too low and they should be increased in order to create 
a deterrent effect and prevent breaches. The introduction of prison sentences should 
also be considered because this form of punishment is a bigger (moral) problem for 
many employers than simple financial penalties.
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Republic of Cyprus
On 04 February 2022, Cyprus published the Protection of Persons Reporting Breaches 
of Union and National Law ('the Whistleblowing Law') in the Official Gazette (#4872), 
transposing the EU Whistleblowing Directive.

Substantive scope

The Cypriot ‘Whistleblowing Law’ applies to:

I. Breaches falling within the scope of European law and relating to the 
following sectors:

 ■ Public contracts

 ■ Financial services, products and purchases

 ■ Prevention of money laundering and terrorist financing

 ■ Product safety and compliance

 ■ Transport safety

 ■ Protection of the environment

 ■ Protection against radiation and nuclear safety

 ■ Food and feed safety, animal health and welfare

 ■ Public health

 ■ Consumer protection

 ■  Protection of privacy and personal data and security of network and 
information systems

II. Breaches affecting the financial interests of the EU.

III. Internal market breaches, including breaches of European Union competition 
rules. In addition, state aid and internal market breaches relating to 
violations of company tax rules or arrangements.

This law does not apply to breaches on matters or contracts related to national 
defence or security.
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Personal Scope

The provisions of this law apply to the following persons:

I. Those who work in the private or public sector and have obtained information 
on breaches in the workplace and:

 ■ Have the status of "employee", including civil servants

 ■ Have the status of "self-employed person"

 ■  Have the attribute of shareholder and persons who belong to the 
administrative, management or supervisory body of a company, 
including non-executive members, as well as volunteers and paid or 
unpaid trainees

 ■  Who work under the supervision and guidance of contractors, 
subcontractors and suppliers

II. People who report or disclose public information about breaches acquired in 
the context of an employment relationship which has expired.

III. Those whose employment has not yet started, in cases where breach 
information has been obtained during the recruitment process or at 
another stage of negotiation prior to the conclusion of the contract or the 
commencement of employment.

IV. People who act as mediators.

V. Third parties that are related to the whistleblower and are likely to 
be retaliated against in the workplace, including colleagues of the 
whistleblower or his relatives.

VI. Legal entities owned by the whistleblower.

Conditions for the protection of whistleblowers

A person who reports breaches by name has the right to protection, provided that:

 ■ He or she had reasonable grounds to believe that his disclosure was true at 
the time of the submission

 ■ He or she submitted a report either internally, or externally, or made a public 
disclosure

In cases where a person anonymously reports or discloses information about 
breaches, but is subsequently identified and being retaliated against, he or she shall 
be entitled to protection.
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Internal Reporting

The report of a breach can be submitted internally (and prior to the involvement 
of the official authorities) if the incident can be effectively resolved and under the 
condition that there is no risk of retaliation.

Legal entities from both the private and public sector must establish procedures 
and channels for internal reporting and monitoring after consultation with social 
partners. Internal reporting is obligatory for all private organisations with more than 
50 employees and all public organisations, excluding those with fewer than 5,000 
inhabitants or under 25 employees. Organisations that are not obliged to create 
channels for internal reporting are encouraged to define a person or service for the 
reception and monitoring of reports regardless. In the public sector, internal audits 
can be considered as an outlet for internal reporting.

A very interesting point is that legal entities with 50 to 249 employees may share 
common channels for internal reporting and monitoring. Organisations from the 
private sector with less than 50 employees may also share common channels for 
internal reporting and monitoring under the condition that these channels are 
discrete and autonomous compared to the external ones. Handling of the reports 
can be done internally by persons or mechanisms that have been assigned this 
specific duty. Alternatively, the reports can be managed by external person(s).

The procedures for internal reporting must include channels for the report’s 
reception, which are designed, implemented and operated in a secure way that 
ensures confidentiality, protection of the identity of the whistleblower and every 
other person that is mentioned in the report. It can be submitted in written format, 
orally or both. Oral reporting can be done via phone, voice messaging systems or 
during a personal meeting. Access to the reports must be blocked from unauthorised 
users.

The whistleblower must receive confirmation that his or her report has been received 
within seven days of making it. An impartial person or service must be designated for 
the monitoring of the reports and they can be the same as the one(s) receiving it. 
They must retain communication with the whistleblower, providing updates and, if 
necessary, requesting additional information. 

The whistleblower must receive updates no later than 3 months from the date of 
confirmation that the report has been received. In the event of no confirmation 
being sent, the period must not exceed 3 months after the expiration of a 7-day 
period. The internal reporting channel must provide the whistleblower with clear 
and easily accessible information about all procedures in case the report has to be 
disclosed to external reporting channels or authorities.
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External reporting

The whistleblower has two options when submitting a report to external channels. 
The first option is to submit an internal report, and after some time, an external 
report. In this case the internal report is cancelled. The second option is to submit 
the report directly to an external channel or authority. The latter must then define an 
autonomous and independent external channel for the reception and management 
of all information related to breaches. A confirmation of the report’s receipt must 
be sent to the whistleblower within 7 days starting from the date of the submission, 
unless the whistleblower has requested something different, or in the event his or 
her identity is in danger of being revealed. 

The whistleblower must receive updates no later than 3 months from the date of 
the confirmation that the report has been received or 6 months if there is a well 
justified reason. Authorities must inform the whistleblower about the result of the 
investigation and provide relevant information to other constitutional or European 
Union organisations.

The external reporting channels are considered independent and autonomous when 
they satisfy the following criteria:

 ■ They operate in a manner that ensures completeness, integrity and 
confidentiality of the information and block access to unauthorised users.

 ■ They allow retention and storage in case further investigations are required.

 ■ The offer the option of reporting in written and oral format.

 ■ They ensure that in the event that the person who has received the report 
is different to the person who handles the report, the person that receives 
it cannot disclose information that can be used to identify the reporting or 
reported person.
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Public disclosure and protection rights

Any person who proceeds with the public disclosure of breaches that fall within the 
aforementioned scope has the right to protection, but only if they have submitted 
an internal and external report or only an external report without action being taken. 
The right to protection also applies when the reporting person has justified reasons 
to believe that that public interest is at risk or if there is a possibility of retaliation. 
The same goes for evidence that may be destroyed, or if the reported person is 
involved in the breach.

Provisions applicable to internal and external reports

The identity of the whistleblower and any other information that can be used to 
identify the person in question are not disclosed to anyone except the authorised 
persons who are accountable for receiving and monitoring the report, unless the 
whistleblower consents.

However, the identity of the whistleblower can be disclosed when it is necessary 
according to National or European Union legislation (e.g., the right of defence of the 
reported person). Before the disclosure of the identity, the whistleblower must be 
informed unless the investigation is at risk.

Personal Data and Retention Period

Any processing of personal data, apart from the provisions of this law, must comply 
with EU law 2016/679. Organisations from either the public or private sector must 
keep records of the reports that they receive. All personal data has to be deleted 
within a period of three months after the completion of the process. In case judicial 
or disciplinary processes are still pending, all personal data must be kept on record. 
The retention period is defined as one year after the completion of all processes.
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PRIORITY SA

PRIORITY SA was founded in 1995 and has been established as a leading Management, 
IT and Training consulting firm in Greece specializing in process optimization, 
compliance with regulatory requirements and certifications, IT Governance services 
(Cyber Security, Business Continuity, GDPR, ITSM, Data Management), the adoption 
of ESG criteria (Environmental, Social and Governance), the automation of corporate 
processes with specialized software solutions, the submission & management 
of investment files (NSRF Programs, Development Law, Recovery Fund) and the 
management and maturation of public projects. 

With offices in Athens and Nicosia and more than 75 executives, it has successfully 
completed over 4,000 projects in a wide clientele of 1,300 companies (including 44 
of Forbes’s Top 100 companies), with an average growth rate of 26% over the last 
four years, closing in 2021 with revenues over € 3.5 million. Since 2005 it has been 
developing its own proprietary eQualSuite business process automation software, 
which is constantly evolving and expanding. Today it has a wide range of software 
solutions, dominated by the eQualSuite platform, the only Greek Governance, Risk 
and Compliance (GRC) solution, while representing international software houses in 
the fields of Cyber Security, Business Process Management, Vendor Management, 
Workflow & Document Management, Chatbot, VR, etc.

Protection measures

Any legal entities, either public or private, should not proceed with any retaliation 
actions against the whistleblower. Retaliation actions may consist of work seizure 
or dismissal, demotion or denial of promotion, salary reduction, job relocation, 
denial of competence acquisition, negative evaluation, fines, harassment, unfair 
treatment, reputation damage, blacklisting or any modification in working terms 
without consent. Any person who submits a report and afterwards acts as a witness 
is protected by the Witness Protection Law.
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Czech Republic
History

The deadline for transposition of the EU Whistleblower Protection Directive (the 
“Whistleblowing Directive”) expired on 17 December 2021. Although the Czech 
government had introduced its draft of the Whistleblower Protection Bill on 9 
February 2021, the Chamber of Deputies failed to pass the bill before the parlia-
mentary elections and the legislative process needed to be initiated again. On 29 
April 2022, the new Whistleblower Protection Bill (the “Bill”) was introduced. 

Current status

The Bill has already passed through the first reading in the Chamber of Deputies and 
is expected to become effective during late Q2 - early Q3 2023.

According to the Bill, the following entities are obliged to introduce an internal 
reporting system:

 ■ Entities who employed on average at least 50 employees as of the 1 January 
of the relevant calendar year

 ■ Employers who carry out specific economic activities (e.g., insurance or 
reinsurance companies etc.) regardless of the number of employees

 ■ Municipalities with more than 10,000 inhabitants

 ■ Public authorities prescribed by the Bill (public contractors, public authorities 
exercising powers in the field of corporate income tax administration etc.)

The Bill follows the European Commission’s interpretations of the Whistleblower 
Directive of 2 and 29 June 2021, and it thus allows for the sharing of an internal 
reporting system only among employers with up to 249 employees. Pursuant to 
the Bill, the public contractors cannot share the whistleblowing system; however, 
municipalities can share whistleblowing systems irrespective of the number of their 
inhabitants.
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For the purposes of the Bill, a report is defined as being filed via internal reporting 
system by a natural person containing information about a possible unlawful act 
which violates a national legal regulation or an EU law in specific areas prescribed by 
the Bill or fulfils the characteristics of any criminal offence under the Czech Criminal 
Code in connection with: 

 ■ Employment

 ■ Public service

 ■ Self-employment

 ■ Exercising rights connected with participation by a legal individual

 ■ Exercising the functions of a member of a body of a legal individual

 ■ Performance of tasks within the scope of the activities of the legal entity, in 
its interest, on its behalf or on its account

 ■ Administration of a trust fund

 ■ Volunteer activities

 ■ Professional practice or internship

 ■ Exercising rights and obligations arising from a contract the subject of which 
is the provision of supplies, services, works or other similar performance

Furthermore, a report must contain information on the name, surname, and date 
of birth of a whistleblower, or any other information from which the identity of a 
whistleblower can be inferred. The report does not have to contain identification 
data provided the whistleblower's identity is known.

In addition to the actual implementation of the internal reporting system, the Bill 
imposes other obligations on the obliged entities, such as designating a competent 
person to carry out activities related to the receipt and processing of reports 
(the “Whistleblowing Officer”). The Whistleblowing Officer’s services may be 
outsourced to an independent third party.
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Even though the Bill largely follows the EU Whistleblowing Directive, some aspects 
are defined more strictly or in more detail, for instance:

 ■ The obliged entities shall enable reporting both in writing and orally and, 
upon request, by means of a physical meeting with the Whistleblowing 
Officer. 

 ■ Only an individual (not a department) fulfilling statutory conditions 
specifically prescribed by the Bill can be appointed a Whistleblowing Officer

 ■ The obliged entities may expressly exclude receiving reports from 
whistleblowers who do not perform work or similar activities for them (i.e., 
business partners and third parties)

 ■ The obliged entities may choose whether they will accept and follow up on 
anonymous reports or not. However, anonymous whistleblowers will only be 
granted statutory protection once their identity has been revealed

The Bill also regulates the procedures for receiving and handling the reports, 
deadlines for investigation of the report, communication with the whistleblower and 
record keeping, along with both the rights and obligations of persons involved in the 
protection of whistleblowers, including their liability for misdemeanours. Misconduct 
of the obliged entities may be sanctioned with a fine of up to CZK 1 million. Also, the 
Whistleblower Officer shall bear personal liability for violation of their obligations 
under the Bill with a fine of up to CZK 100,000. 

The identity of the whistleblowers shall be consistently protected; obliged entities 
must ensure that no retaliation measures are taken against them (dismissal from 
work, reduction in pay, transfer to another type of work, etc.). A person exposed to 
retaliation may claim compensation for non-pecuniary damage against the obliged 
entities, with the burden of proof in any dispute lying on the obliged entity.
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Other laws governing the reporting of offences

Although there is currently no law that comprehensively regulates the obligations and 
conditions for the introduction of internal reporting systems for the private sector, 
there are individual laws that may impose this obligation on private companies. In 
particular, the Anti-Money Laundering (AML) Act should be mentioned. In 2021, a 
major amendment to the AML Act came into force, which requires AML obliged 
persons (e.g., banks, real estate traders, providers of exchange and accounting 
services or tax advice, etc.) to implement an internal reporting system which must 
allow (not only) employees to submit anonymous reports for violations of the AML 
rules. The amendment to the AML Act following the adoption of the Bill is currently 
being discussed in the Chamber of Deputies as well.

Thus, the obligations arising from the EU Whistleblower Protection Directive 
currently only arise for the public sector by virtue of the direct effect of the Directive. 
From 17 December 2021, ministries, central government bodies, as well as munici-
palities and regions, are obliged to receive reports of breaches of EU rules from 
whistleblowers via internal reporting systems. The Ministry of Justice of the Czech 
Republic has also issued a methodology for this purpose and created the external 
reporting system by December 2021. As a result of the possible direct effect of the 
Directive, even private companies should take into account that whistleblowers may 
claim their rights for protection and in case there is no trustworthy internal reporting 
system in place, the whistleblowers might be tempted to use the external reporting 
system offered by the Ministry of Justice instead.
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Counsel

Robert Nespurek 
Partner

HAVEL & PARTNERS CZECH REPUBLIC

HAVEL & PARTNERS has a team of 290 lawyers and tax advisors and is the largest 
independent law firm in Central Europe. Its clients include large international 
companies, leading Czech and Slovak firms, including strategic state-owned 
companies and public sector authorities. HAVEL & PARTNERS advises approximately 
150 of the largest Fortune 500 global companies and almost 50 of the Czech Top 100 
companies and provides its services to a total of 2,500 clients. Up to 70% of the law 
firm's cases involve an international element and its offices provide legal services in 
more than 110 countries in 12 languages.

Possible future problems

Pursuant to the Bill, receiving anonymous reports is not mandatory and only 
non-anonymous whistleblowers shall be protected by law. This raises doubts 
considering that anonymous whistleblowers may not be motivated to submit their 
reports under such conditions. Following that, the obliged entities may not learn 
about a particularly serious violation of law, as the whistleblower may not dare to 
report it while disclosing their identity. 

Furthermore, many Czech companies which are part of a multinational company 
already face issues related to sharing a group-wide whistleblowing solution. Usually, 
significant amendments to the group whistleblowing system are needed to comply 
with the requirements under the Bill. 

Another interesting (although sectoral) challenge emerged – the AML Act and the 
Bill are not well aligned, therefore ambiguities in the interpretation of obligations 
applying for the AML obliged entities in this regard can be expected. 
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Denmark
How was the EU Whistleblowing Directive implemented into local 

law?

In Denmark, the EU Whistleblowing Directive was implemented through the Danish 
Act on the Protection of Whistleblowers (“the Danish Whistleblowing Act”).

A draft for the Danish Whistleblowing Act implementing the Directive was sent for 
consultation by the Ministry of Justice on 24 February 2021. A bill was subsequently 
introduced before the Danish Parliament ("Folketinget") on 14 April 2021. In most 
areas, the bill was identical to the previous draft, and the adopted Act is also largely 
identical.

The Danish Whistleblowing Act entered into force on 17 December 2021, and since 
this date it has been mandatory for Danish employers with more than 249 employees 
to establish a whistleblowing system and to be able to receive reports through it.

The Danish implementation of the Directive is in many ways a very close represen-
tation of the Directive. The Danish Whistleblowing Act aims to protect whistle-
blowers from suffering retaliation based on their reporting via whistleblowing 
systems (e.g., reversed burden of proof in cases where a whistleblower claims to 
have suffered retaliation for making a report) and imposes a number of obligations 
on Danish employers to implement reporting channels ensuring confidentiality.

However, there are also some examples of differences between the Directive and 
the Danish Act. Some of these include an over-implementation on the material scope 
of the Directive and the possibility of establishing shared whistleblowing systems for 
groups of companies with more than 249 employees each.
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Material scope of the Danish implementation

The Danish Whistleblowing Act, like the Directive, has a wide material scope. Section 
1 of the Act states that violations of EU law that fall within the scope of the Directive 
can be reported, as can violations of the Danish legislation/regulations implementing 
those laws.

However, the Danish Act has an addition that "serious breaches of the law or other 
serious matters" can be reported in general. Examples of serious breaches of the law 
or other serious matters may be ordinary criminal offenses that are not regulated 
by EU law and offenses that must be considered to be in the public interest. In 
addition, it follows on from the preparatory work on the draft law that reports on the 
employee's own working relationship generally fall outside what can be reported, 
unless the report otherwise relates to serious breaches of the law or other matters 
such as inter alia, sexual harassment or other forms of serious harassment.

This is a deliberate over-implementation of the material scope of the Whistleblowing 
Directive and can in many cases give rise to doubt as to whether an offense or similar 
is covered by the Act or not. To be covered by the protection of the Danish Act, the 
report has to fall within its material scope. This can sometimes cause difficulties in 
assessing whether a report is actually covered under the whistleblower scheme, and 
it is not easy for the whistleblower to make this assessment in all cases.

Joint whistleblower scheme for groups of companies

During the consideration of the bill in the Danish Parliament, several Danish groups 
of companies raised questions concerning the possibility of establishing a joint 
whistleblower scheme for groups. According to the wording of the bill in conjunction 
with the legislative material, companies were required to establish a whistleblower 
scheme for each legal entity within a group of companies with more than 249 
employees.

The Danish Parliament has decided that it should be possible for Danish groups to 
establish a joint whistleblower scheme for the entire group in the first instance, 
rather than a whistleblower scheme being established for each individual legal entity 
with more than 249 employees.

However, it also appears from the Danish Whistleblowing Act that the Minister of 
Justice may lay down rules excluding the possibility of establishing a common whistle-
blower system anyway. At first, this depended on whether the minister of justice 
and the Legal Affairs Committee would assess up to the date when the act entered 
into force. It would also depend on whether it would be in accordance with the 
Directive for groups of companies to have a common system and, in relation to this, 
they would also look at the situation in other countries implementing the Directive.  
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A report from the Danish Legal Affairs Committee stated that if there is a real doubt 
about whether it would be contrary to the Directive to have group-wide whistle-
blowing systems, Danish legislation will not prevent companies from implementing 
them. On the other hand, if there would be no doubt that this would be contrary 
to the Directive, then the Minister of Justice would lay down rules that companies 
cannot have group-wide systems.

After the Danish Act entered into force on 17 December 2021, Danish companies 
and groups have continued to be able to establish a joint whistleblowing system. 
If companies decide to have joint whistleblower schemes which cover several 
jurisdictions, it is important that they assess whether there are different requirements 
for the internal whistleblower scheme in those jurisdictions which could impact the 
whistleblowing policy.

Anonymity

Under the Directive, it is up to the member states to decide whether it should be 
possible to submit whistleblower reports on an anonymous basis. In Denmark, the 
parliament decided that Danish employers can decide for themselves whether they 
will accept anonymous reports from whistleblowers or not.

Regardless of whether an employer accepts anonymous whistleblowing reports, 
the employer must observe the strict confidentiality obligations under the Danish 
Whistleblowing Act. This means that the identity of the whistleblower cannot be 
disclosed to anyone outside the whistleblowing unit unless the whistleblower 
consents to this. Additionally, further information from the report can only be 
disclosed to people outside the whistleblowing unit insofar as this is necessary to 
investigate the report.

Are there any other whistleblowing laws in the country?

In Denmark, statutory protection for whistleblowers previously only existed in few 
sectors, including in financial services companies and auditing firms. The enactment 
of the Danish Money Laundering Act in 2017 (in Danish: “Hvidvaskloven”) also 
provided regulation of whistleblower protection in law firms, estate agencies and 
gambling companies. In these sectors, employees who have filed a report through a 
whistleblowing scheme enjoy special protection against ”unfavourable treatment” 
or “unfavourable consequences”, such as dismissal.
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During the Covid-19 pandemic, the Danish Parliament adopted a bill that established 
a specific whistleblowing system for Covid-19 compensation schemes. It allows 
anonymous, secure and confidential reporting of fraud or suspected fraud with 
compensation schemes and pools. 

Previously, whistleblowing regulations not established pursuant to Danish legislation 
were regulated only by the provisions on data protection in the Data Protection 
Directive and the General Data Protection Regulation.
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45EU Legislations

Estonia
Current situation

Estonia missed the implementation deadline of 17 December 2021 and as of today 
the country is in the slow process of transposing the EU Whistleblowing Directive. The 
Whistleblower Protection Act, which should ensure the confidentiality of employees 
who report violations primarily at their workplace, passed the first reading in the 
parliament at the end of January 2022. However, the bill has received major criticism 
from both the parliament and the private sector - 285 amendment motions to the 
draft legislation were submitted after the first reading. Therefore, it may not become 
an Act in the planned form. As described below, the initial planned entry into force on 
1 June 2022 is unlikely to happen due to the uncertainty and no new presumed date 
has been communicated thus far. Widespread criticism and a noteworthy number of 
amendment motions give reason to believe that the Act will not be implemented for 
quite some time and will need extensive amending. This will ensure the involvement 
and consideration of all persons whose interests are concerned with it.

Meanwhile, there is no joint and cross-sectoral valid regulation for whistleblower 
protection in Estonian law. Currently, whistleblowers have the right to protection 
and confidentiality in some cases, but the legislation does not specify assurances, 
particularly regarding the identity of the whistleblower in question. The issues 
related to notifying and protecting the whistleblower are regulated only in certain 
sector-specific laws - for example, notification of public or private sector incidents 
of corruption upon performance of public duties for officials and official positions 
along with reporting in case of suspicion of money laundering and terrorist financing.

Aim and scope of the new Whistleblower Protection Act

The purpose of the Whistleblower Protection Act is to ensure protection for whistle-
blowers who become aware of a violation through their professional activity and to 
react as quickly and effectively as possible to acts that are in conflict with the law. 
Employees must have the right to report violations without their identity being made 
public and without the risk of persecution or dismissal. For that, the draft legislation 
establishes the conditions and scope of protection for whistleblowers who have 
gained awareness of a violation that has emerged in the course of their employment. 
The new regulation prescribes the individual and substantive scope of protection of 
the whistleblower, the conditions and breadth of protection, and the methods and 
channels of notification.
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Although the broader purpose of the draft is to protect public interest and the functio-
nality of legal order, obtaining protection above all requires that the information is 
provided internally/externally or disclosed publicly, and that it is accurate. Offenses 
reflect society’s important principles and attitudes, and their violations cannot be 
tolerated and shall be eliminated. Therefore, anonymous reporting is also acceptable 
and permissible. In the case of proper anonymous notification, the whistleblower will 
also be protected in the event that their identity subsequently becomes public.

During the preparation of the draft legislation, two possible solutions were mapped, 
one of which was the creation of a new legal framework, and the other the supple-
mentation of sector-specific laws with provisions concerning the protection of 
whistleblowers. With regard to the scope of the Whistleblower Protection Act, 
consideration was given to establishing a cross-sectoral scope act and to complying 
narrowly with the legislation.

When considering the options, it was concluded that it would be more appropriate 
to create a new, single cross-cutting piece of legislation. Thus, protection can be 
provided in all areas of whistleblowing. The legislator is of the opinion that there is 
no reason to limit protection to the reporting of breaches of EU law - it is important 
to be aware of the breach and to protect whistleblowers in all areas of activity. 
However, the same decision of adding a considerably wider scope is also the main 
source for the large criticism from the public and the delay in implementation.

Subject matter of the Act

The bill covers infringements in both the private and public sectors and protects 
all public and private sector employees, regardless of their type of employment, 
including employees and self-employed persons, shareholders, members of the 
company's management or control body, volunteers, interns, and other individuals 
working under the supervision and control of contractors, subcontractors, or 
suppliers. All public sector bodies and companies with at least 50 employees shall set 
up an internal communication channel, such as an email address, which can lead to 
an internal control department, through which employees can report wrongdoing to 
their colleagues or superiors in confidence.

Whistleblowers are entitled to protection if the person has reasonable grounds to 
believe that the breach has been initiated or has ended and whether it falls within 
the scope of the law. It is worth noting that the breach does not have to be of a 
specific provision or even a specific subject field. As critics have pointed out, such a 
regulation would also be deemed sufficient if a violation is contrary to the purpose 
of the provision, notwithstanding if it is criminal in nature or whether it is public or 
private law.
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The Act increases the administrative burden for institutions and companies by 
creating an obligation to create an internal channel, which allows confidential 
communication with an email address, telephone number, regular mailbox or face-to-
face meeting set up for that purpose. Upon receipt of the notification, appropriate 
procedures shall be observed. These include the receipt of violation notifications in 
accordance with the requirements arising from law, contact with the whistleblower 
including the provision of feedback and, if necessary, the request of additional 
information and the application of the required follow-up. It is also necessary to 
designate a person, entity or an external third party who is competent to follow up 
notifications and take other necessary action.

Notification of a violation shall be internal, external, or a public disclosure and shall 
take place in accordance with the provisions of the Whistleblower Protection Act. 
Informing the public should not be the first means of notification, but it is considered 
justified if the internal or external report has not been processed, the breach poses 
an imminent or irreversible threat to the public interest, there is a risk of retaliation, 
if the infringement is not properly addressed or if the authority is involved in the 
infringement. It is therefore in the interest of the potentially infringing institution 
or company to avoid informing the public in order to prevent possible damage to its 
reputation and to establish a proper internal information channel and procedure for 
processing notifications. Additionally, it is presumably the most convenient way for 
the infringing institution to remedy the breach to prevent further damage.

In order to protect the whistleblower, a ban on retaliatory measures has been imposed 
and their liability is excluded, while the confidentiality of the whistleblower must be 
guaranteed. Examples of retaliatory measures are the termination of employment, 
demotion or prevention of promotion, dismissal, change of place of employment, 
reduction of working hours, coercion, intimidation, harassment or exclusion, early 
termination or cancellation of a contract for goods or services, etc. If an institution 
or company uses retaliatory measures, prevents an incident from being reported or 
breaches a duty of confidentiality, liability shall be imposed.
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Other considerations

The receipt and processing of notifications must ensure confidentiality, the 
processing of personal data in accordance with the principles of the GDPR and 
the storage of alerts in accordance with the established procedures. The required 
changes need to be considered carefully, as does the technical capacity to meet the 
security, confidentiality, and data protection requirements. It may also be necessary 
to establish guidelines and procedures for handling infringement reports, and 
additional resources should be provided for staff training. Therefore, it is already 
recommended for companies to think about what additional work processes need to 
be implemented and many major banks and public authorities have already launched 
a reporting channel at their own initiative.

The wider approach of Estonia - choosing to protect whistleblowers in all areas of 
activity - has resulted in major criticism which will surely “assist” in further delaying 
the implementation process. As of now, we will have to wait and see how and when 
the EU Whistleblowing Directive will end up being implemented into local law.



49EU Legislations

Finland
After missing the original EU Whistleblowing Directive transposition deadline, Finland 
implemented the legislation on 01 January 2023 through Whistleblower Protection 
Law 1171/2022. This substantially enhances protection for whistleblowers and 
enables employers to receive and address suspected wrongdoings and omissions as 
set out in relevant laws on organisations. The legislation brings the country in line 
with the new European standard while some national additions and caveats remain. 

Under Finnish national law, Public Interest Entities (“PIEs”) are and have been 
required to offer a whistleblowing arrangement as indicated in the EU Market Abuse 
Regulation and stipulated for in the National Securities Markets Act, without the 
qualitative requirements introduced by the EU Whistleblowing Directive. Notifi-
cation channels for moneylender suspicions are also required to be brought up to 
the Directive’s requirements.  

The Interregnum - Situation After the EU Whistleblowing Directive 

and Before Transposition 

Save for sector-specific requirements, private companies were not obliged to arrange 
for whistleblowing measures before the entry into force of the EU Whistleblowing 
Directive on 17 December 2021. Based on the requirements of direct applicability of 
EU law over national law (see ECJ 16.2.2022 C-156/21 ja C-157/21 and ECJ 14.7.1994 
Faccini Dori), some pertinent requirements of the EU Whistleblowing Directive may 
be observed as directly applicable to employers falling within its scope from the 
deadline date, regardless of whether the employer is a PIE, private or public entity.

Private and municipal employers are not prima facie and under national regulation, 
they are obliged to offer whistleblower protection to their employees before national 
transposition is completed. However, according to the EU law principles, the national 
courts of law are required to heed to the EU legislation, which effectively imposes an 
implementation duty on such employers. The legal reasoning of European Court of 
Justice case Faccini Dori may be summarised as follows:
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The (EU) Community law imposes on (said) State the obligation to repair the damage 
caused to individuals by not having adapted their national law to the provisions of 
the Directive, provided that three requirements are met:

I.  That the objective of the Directive is to attribute rights to individuals.

II. That the content of these rights can be determined based on the provisions 
of the Directive.

III. That there is a causal link between the breach of the obligation incumbent 
on the State and the damage.

As regards the liability to pay damages by an employer to a whistleblower, it seems 
reasonable to claim that at least the liability to pay damages (including indirect and 
consequential) to the whistleblower for retaliation and the reversed burden of proof 
of retaliatory action allocated to the employer (as set out in the Directive), meet all 
three of the criteria for Directive applicability in courts of law, whether national or 
EU.

The interregnum – and the regulatory uncertainty it imposes - is a difficult period for 
businesses whose primary reason for existence is profit. Accordingly, expenditure 
on voluntary compliance could be interpreted as misappropriation of corporate 
funds, could it not?  Actually, the EU Whistleblowing Directive is sufficiently detailed 
to enable the establishment of whistleblowing systems as it stands and commands 
immediate implementation. As per the nature of the Directive, the incumbent 
national transpositions of the legislation shall be adjusted to comply with it. 

As regards public government entities and private entities held by a member state, 
the Directive obligates its addressees regardless of the status of eventual national 
transposition. 



51EU Legislations

Some pertinent details of the new legislation

The new legislation transposes the EU Directive into national law, substantially 
extending the scope of protection by providing greater clarity for both whistleblowers 
and employers. A key step involves the introduction of formal reporting channels 
at employers with over 250 employees or those exposed to money -laundering/
terrorism financing risks (without staff limits) by 01 April 2023. Organisations with 
50 employees or more will be obliged to comply from 17 December 2023.

In summary, these are the key aspects of the draft whistleblower law:

 ■ In addition to responsibility and liability allocation within the employer 
organisation as set out in the Directive, the body/person making the 
procurement decision on the whistleblowing application is held liable 
for that decision (reflecting EU GDPR which sets out duty of care in the 
collection and processing of personal data)

 ■ The personal scope of the draft whistleblower law is extended to other 
individuals such as volunteers, unpaid trainees, board members, shareholders 
and job applicants

 ■ By contract, obliged employers may extend the reporting requirement to 
employee equivalents in the supply chain as regards suspected wrongdoings 
in the employer organisation under specific circumstances

 ■ All private sector organisations with 250 or more employees must have 
formal whistleblowing channels and procedures for their employees in place 
from 01 April 2023 while organisations with 50 to 249 employees have to 
comply from 17 December 2023

 ■ Acknowledgement of the receipt of the protected disclosure must be given 
within seven days with diligent follow-up conducted

 ■ Feedback on any action taken must be provided to the whistleblower 
within three months. Unsatisfactory feedback entitles the whistleblower to 
protection at the organisation’s expense if he or she reasonably concludes 
that the employer’s actions were insufficient and elects to report via a public 
channel through The Chancellor of Justice’s Office, and later, even to the 
general public
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 ■ Unauthorised disclosure of the identity of a whistleblower will be a 
criminal offence punishable with up to 2 years imprisonment while no 
new offences are planned for employers who fail to establish internal 
whistleblowing channels. However, the Finnish Limited Liability Companies 
Act places a reversed burden of proof on management for the discharge 
of its supervisory duties. In essence this means that in the absence of an 
appropriate whistleblowing system as well as documentation, management’s 
discharge from liability may be seen as void due to a lack of effort to 
gain whistleblowing information (i.e., not just turning the blind eye but 
intentionally wearing a blindfold to avoid observing dubious activities in the 
employers' operations). The national law leaves it to employers’ discretion 
whether whistleblowing reports can be made anonymously. However, a 
lack of anonymity is likely to result in the loss of the employer’s information 
privilege. (For example, a whistleblowing report made through a public 
channel where the employer is not first informed would entitle the individual 
to protection at the employer’s expense. 

 ■ Penalising reporting persons, hindering someone from making a report 
or taking vexatious proceedings against whistleblowers will be subject to 
summary court proceedings and liability to pay damages and compensation. 
These are not subject to the cap for damages set out in the labour law

 ■ Implementation of a whistleblowing system and management as well as the 
change in personal data processing (employer duty to receive and process 
special and sensitive personal information is subject to successful finalisation 
of co-operation proceedings)

 ■ Standing orders from the Finnish Data Ombudsman’s Office and EU-GDPR 
interpretation call for the whistleblower arrangement (as implemented) to 
be subject to a documented Data Privacy Impact Assessment (DPIA) in the 
absence of which a data privacy incident is regarded as having been willfully 
targeted against the data subjects (an implication of GDPR reversed burden 
of proof in data privacy) 

 ■ Burden of proof will be reversed, meaning the employer will have to prove 
any alleged penalisation was not directly related to an employee making a 
complaint



53EU Legislations

Shortcomings and criticism 

The national law does not clearly state if the EU Commission issued instructions to 
implement a whistleblowing system and associated processes locally which could end 
up multiplying the cost for multinational organisations. Accordingly, the question of 
whether a centralised system and processes would be sufficient remains open to 
interpretation, though this is allowed within a consolidated group of companies in 
Finland. 

The lack of direct penalties in the draft law for shortcomings in the implementation 
of whistleblowing channels and processes is likely open to criticism. The vague 
limitations on direct damages payable towhistleblowers in relation to employment 
are also open to critique.

A lack of appropriate implementation or insufficient communication to employees, 
may result in company management being effectively deprived of discharge of liability. 
This repercussion presents itself as a business-like means of persuasive consequence 
of less than appropriate compliance management. The capping of direct damages 
payable to a whistleblower under employment contract for retaliation and the lack 
of anonymity in whistleblowing channels may be perceived as items to consider in 
the next compliance legislation development phase. 

Despite the points open for criticism, the Whistleblower Protection Act (1171/2022) 
is a significant step in the right direction, strengthening whistleblower protection 
and bringing it substantially in line with the new European standard. It also grants 
employers the opportunity – through appropriate implementation of whistle-
blowing channels and effective communication thereof – to not only shoulder their 
compliance duties as good corporate citizens but also to enable the top management 
to gain priority access to wrongdoing at an early stage. This can then occur before the 
authorities or the general public subject the company and its shareholders to trial-
by-press, broadcast, or social media, which are hardly conductive to good business.
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France
On March 21, 2022, the law transposing the EU Directive was passed in France. It was 
enacted after several months of parliamentary discussion and following the French 
Constitutional Council’s decision that it was mostly in compliance with the Consti-
tution. The Council only considered one minor provision unconstitutional due to 
procedural considerations and, as such, it did not affect the requirements of the law.

This law aims to improve the protection of whistleblowers in France by amending the 
Sapin 2 law which introduced whistleblower protection in France in 2016. It covers 
all entities, public or private, with more than 50 employees. As such, no transitional 
transposition period for smaller companies with 50 to 249 employees is provided.

The entities subject to the law will have until September 1, 2022 (6 months) to 
comply with its provisions.

It is also worth mentioning that in France, two other whistleblowing systems exist 
in addition to the one provided by the law enacted on March 21, 2022. Indeed, 
companies may be subject to the anti-corruption provisions of the Sapin 2 law 
which requires the implementation of a specific whistleblowing system. In addition, 
some companies may also be subject to the French Duty of Vigilance law (March 29, 
2017) which also requires the implementation of a specific whistleblowing system 
regarding human rights. However, the new law does not introduce any changes to 
those two specific whistleblowing systems.

The whistleblowing system before the EU Directive

The Sapin 2 law entered into force on June 1, 2017, and since this date companies 
and public entities with over 50 employees were required to implement an internal 
whistleblowing system. It has also protected whistleblowers. However, they had to 
follow a certain protocol in order to benefit from this protection. As such:

I. First, they had to use the internal whistleblowing system.

II. Then, if the alert was not processed within a reasonable period of time, they 
could submit an external alert (judicial authority, administrative authority, 
professional orders).

III. Finally, as a last resort, they could proceed with a public disclosure.

As we will see, the law enacted on March 21, 2022 puts an end to this protocol.
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An extension of the scope of alert

The law enacted on March 21, 2022 allows a person to report information on a:

 ■ Crime or misdemeanor.

 ■ A threat or harm to the general interest.

 ■ A violation or an attempt to conceal a violation of an international 
commitment duly ratified or approved by France, or a unilateral act of an 
international organization based on such a commitment.

 ■ A violation of European Union law or regulation.

However, facts, information or documents covered by national defence secrecy, 
medical secrecy or attorney-client privilege are excluded from the whistleblowing 
regime regardless of their form.

This new law largely broadens the scope of information that can be covered by an 
alert. Indeed, until the law was enacted on March 21, 2022, a threat or harm to the 
general interest had to qualify as serious and violations of the law had to be both 
serious and manifest. Such conditions do not exist anymore.

Furthermore, in order to benefit from the protection provided by the law, whistle-
blowers had to have personal knowledge of the facts that they reported. In the 
professional context, such personal knowledge is no longer required under the new 
law. However, it should be noted that this condition is still maintained outside of the 
professional context.

Improvement of whistleblowing protection

To date, the Sapin 2 law already protected whistleblowers against certain retaliation 
measures, provided an exemption from criminal responsibility for those who had 
disclosed information that violated a legal secret and afforded a civil fine in the 
event of a defamation action against whistleblowers before the investigating judge. 
Additionally, a person who obstructed the transmission of an alert faced a prison 
sentence and a fine.
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The recently enacted law reinforces and extends the scope of the protection 
measures that whistleblowers can benefit from. The list of prohibited retaliation 
measures in the professional context is broadened while its breadth is extended to 
the public sector and national defense.

 ■ The exemption from criminal responsibility is extended to whistleblowers 
who have taken, misappropriated or concealed confidential documents 
containing information related to their report, if they have had lawful 
access to them. This exemption is also extended to the accomplices of those 
offences.

 ■ The whistleblower will not incur civil liability for damages that may result 
from his or her report submitted in good faith.

 ■ Sanctions against dilatory or abusive practices will now be subject to a civil 
fine of 60,000 euros.

 ■ Persons who discriminate against a whistleblower may now be sentenced to 
a 3-year prison term and a 45,000 euro fine.

 ■ The judge will have the possibility to allocate a provision for legal costs 
to the whistleblower who challenges a retaliatory measure or a dilatory 
measure procedure against him or her.

Extension of whistleblower protection

The law enacted on March 21, 2022, and as provided by the EU Directive, extends the 
whistleblower protection regime to certain third parties linked to the whistleblower 
(such as colleagues or family members) and to facilitators.

However, unlike the EU Directive, which only refers to natural persons in its definition, 
the French law defines the facilitator as any natural person or any private not-for-
profit legal person who helps a whistleblower in submitting his or her report (internal 
or external) or making a public disclosure. Therefore, the facilitator may be a trade 
union or an association.

The requirements of the new whistleblowing system

In France, as already mentioned, the whistleblower had to follow the 3-step protocol 
in order to be legally protected. The law enacted on March 21, 2022 and as required 
by the EU Directive puts an end to this protocol. Whistleblowers may now either use 
the internal whistleblowing system or submit a report to the competent external 
authority. Only public disclosure remains subject to certain conditions.
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Regarding the design of the whistleblowing system, to date, the law does not provide 
further details and refers to a future Council of State decree which will define the 
conditions applicable to the whistleblowing system. This decree will set:

 ■ The independence and impartiality guarantees of the reporting system.

 ■ The deadlines to provide feedback to the whistleblower.

 ■ The conditions relating to the closure of the reports, the collection and 
storage of data.

 ■ The conditions under which the collection of reports may be entrusted to a 
third party.

However, the law enacted on March 21, 2021 provides that the internal whistle-
blowing system must be implemented after consultation with the employee’s 
representative bodies. In addition, the law also states that the existence of the internal 
whistleblower protection system must be included in the internal regulations.

Regarding external reporting channels, the law enables whistleblowers to submit 
their external report to:

 ■ The competent state institutions designated by the future Council of State 
decree.

 ■ The French institution called the “Defender of Rights” which will then 
forward the report to the competent state institution.

 ■ The Judicial Authority.

 ■ The competent EU institutions, bodies or organisations to receive 
information on violations of EU law.

As for anonymous reporting, the law specifies that when the report (internal or 
external) or public disclosure is made anonymously, the whistleblower whose identity 
is later revealed will still benefit from the same protection. However, the provisions 
requiring that feedback be given to the whistleblower within a specified time period 
will not apply to those anonymous reports.

Finally, and as is already the case in France, the law does not foresee fines for 
companies that did not implement or did not sufficiently implement the legal 
requirements of the whistleblowing system. However, it should be noted that the 
fact that the whistleblower may now choose either to submit his or her report 
externally or internally (which was not the case until the law enacted on March 21, 
2022) may increase the number of external reports and lead to reputational risks for 
companies.

Finally, with regard to data protection, the internal whistleblowing system must 
comply with the GDPR as well with the CNIL (the French Data protection Authority) 
recommendations on whistleblowing systems issued on December 10, 2019.
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Implementation within groups of companies

As provided by EU Directive, the law states that companies employing less than 250 
employees will be able to share their procedure for collecting and processing reports.

Furthermore, the whistleblowing system may be common to several or to all the 
companies in a Group. However, the law does not specify the thresholds necessary to 
proceed with this shared system. It is therefore possible to imagine that the threshold 
of 250 employees provided for by the EU Directive does not apply to Groups and that 
a pooling would therefore be possible regardless of the number of employees of the 
French subsidiaries.

In this regard, the law indicates that a decree of the Council of State will set:

 ■ The precise conditions of this procedure within Groups.

 ■ The conditions under which information relating to a report made within one 
of the companies of a Group may be forwarded to another of its companies 
in order to ensure or complete its processing.

Therefore, it cannot be excluded at this stage that this decree will limit the scope of 
this pooling for Groups.
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Germany
The EU Whistleblowing Directive (2019/1937) has not yet been transposed in 
Germany. In 2020, a first draft of a whistleblower protection law had already been 
worked out but was not published officially since the governing parties could not 
agree its contents. Since April 2022, a new draft from the Federal Ministry of Justice 
has been undergoing the regular legislative process. At the end of July 2022, the 
German Cabinet approved the government draft of the Whistleblower Protection 
Act. The Parliament (Bundestag) is expected to decide on it in the third week of 
September. After that, it will go through the Bundesrat and the further legislative 
process. The law will enter into force three months after promulgation and this is 
expected to happen this year. 

The main contents of the new draft

The core of the whistleblower protection system are the internal and external 
channels available to whistleblowers for reporting. In accordance with the Directive, 
whistleblowers are free to choose whether they want to report internally or 
externally. The obligation to set up internal channels applies to both the private 
sector and the entire public sector, provided that the organization in question 
employs at least 50 people. The draft law provides leeway that the Directive offers 
facilitations for business and administration.

The personal scope of application of the draft act is broadly defined in accordance 
with the provisions of the Directive. In addition to employees and civil servants, 
self-employed persons, shareholders, employees of suppliers and individuals with 
knowledge of infringements prior to the commencement of an employment relati-
onship shall be protected as “whistleblowers”.

The material scope of application covers the legal areas specified by the Directive, 
restrictively extended to corresponding national law. However, it goes beyond such 
a 1:1 transposition to avoid contradictory interpretations or valuations. It thus makes 
the law more manageable in practice for all parties concerned. It includes all violations 
that are criminal offences. Also covered are certain violations that are subject to 
administrative fines irrespective of their EU origin, insofar as the violated provision 
serves to protect life, limb, health or the rights of employees or their representative 
bodies.
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The central external federal reporting channel shall be established at the Federal 
Office of Justice. This authority shall also serve as an internal reporting channel 
for the public sector. The federal states shall also be able to implement their own 
internal reporting channels. In addition, the existing reporting systems at the Federal 
Financial Supervisory Authority (BaFin) and the Federal Cartel Office (Bundeskar-
tellamt) shall be used as further external reporting offices with special responsibi-
lities.

The due date of implementation obligation for private companies with 50 to 249 
employees shall be at a later stage, i.e., as of 17 December 2023, in accordance with 
the Directive.

Violations of essential requirements of the law can be punished as administrative 
offenses. This applies, for example, to failure to set up an internal reporting channel 
(fine of up to EUR 20,000). Furthermore, the draft provides for fines of up to EUR 
100,000 in case of severe violations. This applies, for example, to confidentiality 
violations, to obstructing reports or to taking reprisals.

Due to the expiry of the transposition deadline, the EU Whistleblowing Directive 
might be directly applicable at least to the public sector, as most provisions are clearly 
and precisely formulated, unconditional and by their nature capable of producing 
direct effects and do not require any further legislation for their implementation. 
This means that public institutions and companies would already have to comply with 
the contents of the EU Directive irrespective of its formal transposition status and 
implement a whistleblowing system. Private sector organizations are not affected 
by such direct applicability. However, the provisions of the Directive could have an 
indirect effect on the private sector through the principle of EU-Directive conformity 
law interpretation, as to which all existing national laws shall be interpreted in a way 
that promotes the Directive's intentions as much as possible. That might apply in 
labour law cases for example.
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The protection of whistleblowers

The new draft law also contains specific regulations regarding whistleblower 
protection.

The draft law provides for extensive protection of the identity of the person providing 
the information and of all persons affected by a report, which in principle may only 
be known to those responsible for processing a report in each case. Exceptions to 
the confidentiality requirement exist only in criminal proceedings, for example, at 
the request of the prosecuting authorities or based on an order in administrative 
proceedings or a court decision.

The draft law provides various safeguards for whistleblowers in accordance with 
the Directive’s requirements. The central element is the prohibition of reprisals, 
i.e., disadvantages such as dismissals, warnings and disciplinary measures, but also 
damage to reputation or bullying. The draft law also contains provisions on compen-
sation in the event that the whistleblower suffered financial damages due to 
retaliation. In response, however, the whistleblower must also compensate for any 
damages as a result of intentionally reporting incorrect information or through gross 
negligence by him or her.

In accordance with the Directive, the whistleblower may only go public under strict 
conditions, without losing his or her protection. For example, if there is a risk of 
irreversible damage.

The requirements for setting up a reporting system

The new draft only provides for a few regulations relating to the design of a whistle-
blower system in companies (e.g. competencies, responsibilities, case handling and 
internal investigations) and leaves the organization's flexibility in its own hands. For 
example, mandatory internal reporting channels must be designed in such a way 
that they are open to employees and temporary workers of the company. For other 
natural persons who have business relationships with the company, the internal 
reporting channel can be made available.

Furthermore, according to the draft, there is no obligation to design the reporting 
channels in such a way that they enable the submission of anonymous reports. 
However, anonymous submissions are also not prohibited. In this context, the draft 
provides that anonymous reports should also be handled, insofar as this does not 
jeopardize the priority handling of non-anonymous reports. In addition, the reporting 
channels must be designed in such a way that unauthorized employees do not have 
access to the incoming submissions. They must enable them to be made verbally 
(e.g., by telephone or other voice transmission) or in text form.

The internal reporting office must provide employees with clear and easily accessible 
information about the external reporting channels.
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Requirements for a design in group structures

In accordance with the Directive and its interpretation by the EU Commission, the 
new draft allows companies - regardless of whether they belong to a corporate group 
- with 50 to 249 employees to set up and operate a joint channel for the receipt of 
tips and case management. This option is closed to companies with more employees. 
They can only commission a "third party" to operate the reporting channel and case 
management. According to the narrow interpretation of the EU Commission, such a 
“third party” can in principle not be another group company.

However, the German draft law makes it possible to establish a centralized internal 
reporting channel at one group company in corporate group organizations 
irrespective of the company size. According to the explanatory notes to the draft 
law, it is possible to set up an independent and confidential centralized unit as a 
"third party" within the meaning of the Directive with another group company (e.g. 
parent company). The centralized unit can then also work for several independent 
companies within the corporate group via service level agreement. In this context, 
it is necessary to ensure that internal reports can also be submitted in the working 
language of the respective subsidiary. In addition, it must be ensured that the 
engagement of a centralized internal reporting channel at a group company does 
not create any additional hurdles for whistleblowers. Furthermore, it should be 
necessary - as is otherwise the case when providing support to companies - that the 
original responsibility for remedying and following up an identified violation always 
remains with the respective mandating group company. Such independent, impartial, 
and confidential reporting offices, centrally located within a group but independent 
in the sense of the Directive, are considered legally permissible support such as that 
provided by external law firms.

Other legal requirements, such as data protection and labour law

The implementation of the whistleblower system can trigger the participation rights 
of the works council. Specifically, the works council's co-determination rights may be 
affected if issues relating to the order of the company and the conduct of employees 
are affected. The right of co-determination may also be relevant in the case of digital 
whistleblower systems due to the introduction and use of technical equipment 
intended to monitor the behaviour or performance of employees. In case of such 
a right of co-determination, a corresponding works agreement must be concluded 
with the works council prior to implementation.

The draft law does not include any special data protection regulations. In this respect, 
the generally applicable data protection requirements, in particular data privacy 
provisions under the GDPR, must be observed during implementation and regular 
operation, especially in a (global) group. A guideline issued by the data protection 
authorities of the German states sets out strict data protection requirements for the 
framework and regulatory options for whistleblowing channels.
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KPMG Law Germany

KPMG Law Rechtsanwaltsgesellschaft mbH (KPMG Law) is a rapidly growing 
multidisciplinary law firm with an international scope. Established in 2007, it is now 
represented at 16 locations in Germany with over 330 attorneys who can provide 
you with individual and demand-driven legal advisory services. We also offer sound 
support on international issues: our attorneys can draw on KPMG Law’s worldwide 
network at all times. As a legally independent commercial law firm, KPMG Law 
is associated with KPMG AG Wirtschaftsprüfungsgesellschaft and through this 
association it is closely linked to the KPMG network of independent member firms 
connected to KPMG International Cooperative. This background enables us, together 
with our KPMG colleagues with their business fields Audit, Tax, Deal Advisory und 
Consulting, to offer our clients comprehensive and holistic support, including where 
necessary at an international level. With its Global Legal Services Network, KPMG 
Law is also part of a worldwide network in the legal sphere. This enables our experts 
to draw on the legal advisory services of over 3,000 colleagues in 80 countries and 
cooperation with leading foreign law firms.

In addition, regulations already in place in Germany for the provision of a whistle-
blower system, particularly in regulated sectors such as banking and insurance 
(e.g., due to regulations of the German Banking Act or money-laundering), must be 
considered during implementation.

The operation or implementation of a whistleblower system does not need to be 
reported to any public body in Germany. We do not see any provision in the draft law 
that this would change in future.
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Greece
Law No 4990/2022

On 11th November 2022, the Government Gazette (A/210) published Law No 4990, 
whichtransposes the EU Whistleblowing Directive (EU 2019/1937) into Greek national 
law. The scope of the new Greek measures includes the establishment of a thorough 
system for the protection of any person that reports violations of European Union 
law. It applies to the following cases:

 ■ Public contracts 

 ■ Financial services, products, markets and prevention of money laundering 
and terrorist financing

 ■ Product safety and compliance

 ■ Transport safety

 ■ Environmental protection

 ■ Public health

 ■ Nuclear and radiation safety

 ■ Food safety and animal treatment

 ■ Consumer protection

 ■ Privacy and personal data protection

 ■ Networking and information systems protection

 ■ Violations that may harm EU financial interests

 ■ Violations that are related to internal market (competition, taxation, 
privileged treatment)

The law does not apply to matters that are related to national defense or security, 
and respects existing regulations regarding classified information, medical or legal 
confidentiality, or any event or procedure that is considered as confidential. 
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The role of Receiving and Monitoring Reports Officer (RMRO)

Public sector bodies employing at least 50 people are required to appoint a 
Receiving and Monitoring Reports Officer (RMRO). In cases of public sector bodies 
with up to 49 employees, RMRO duties are assigned to the Integrity Consultant 
(L 4795/2021 article 23) or to the RMRO of the supervisory ministry if there is no 
Integrity Consultant appointed. Municipalities with a population of less than 10,000 
inhabitants or employing up to 49 people (including any other supervised organi-
zation or legal entity) will see RMRO duties assigned to the Integrity Consultant 
or RMRO of the prefecture that the municipality belongs to. Although an Integrity 
Consultant or an RMRO have been appointed, the whistleblower has the right to file 
a report directly to the National Transparency Authority (NTA). 

Any private sector organization that employs 50 or more employees must appoint a 
RMRO while any private sector organization with up to 49 employees may appoint 
one. In cases where there is no RMRO, the report is filed to the National Transparency 
Authority. Private sector bodies operating in the financial sector or transportation 
or environmental entities operating under approved environmental terms (that may 
still cause damage to the environment and public health) must appoint a RMRO 
regardless of the number of the employees. The RMRO can be a shared person 
between two organizations with between 50 and 249 employees. 

The RMRO job role remains active for two calendar years, starting from the year that 
the organization had 50 employees. The RMRO remains at his or her position for one 
year unless there is a case involving special circumstances. The appointment of the 
RMRO is verified by the local Labour Inspectorate (LI) and is communicated to the 
NTA for statistical purposes. 
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Internal Reporting

The internal report may be submitted in writing, orally or through an electronic 
platform operating on the website of the public or private body. The verbal report 
can be submitted via telephone or other voice messaging systems, as well as through 
a personal meeting with the RMRO within a reasonable time, at the request of the 
whistleblower.

Upon receipt of a report, the RMRO must send confirmation within seven working 
days from the day that the report was submitted. He or she must also ensure the 
anonymity of the whistleblower and forward the report to the persons that are 
responsible for investigating it based on the internal policy. 
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External Reporting

The National Transparency Authority is appointed as the responsible authority 
for any external reports. The persons involved in the report processing must be 
trained accordingly and the NTA publishes yearly analytics. The external reports are 
submitted in the same way as internal reports. 

The RMRO must inform the whistleblower, about the progress of the report and the 
actions taken within three months of the receipt conformation being sent. In cases 
where this was not carried out, the individual must be informed within a three-month 
period following the seven working days from the report being filed. 

Reporting systems

Personal data and any information that leads, directly or indirectly, to the identi-
fication of the whistleblower, should not be disclosed to anyone other than the 
staff members authorized to receive or monitor the report (unless the whistle-
blower consents). For this purpose, organizations must take appropriate technical 
and organizational measures, such as pseudonymization techniques and encryption 
when monitoring the report and communicating with the competent authorities.

Any industrial or commercial confidential information must be protected. Personal 
data processing must respect GDPR, any decisions taken by Hellenic Data Protection 
Authority, national laws 4624/2019 and 3471/2006, as well as other regulations 
concerning the protection of the individual from the processing of personal data.
The reports are stored until the investigation is finalized by the persons, parties or 
bodies that are involved.   
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Deadlines

Private sector enterprises with 50 to 249 employees must comply with the obligation 
to establish an internal reporting channel by December 17, 2023 and inform relevant 
supervisory bodies accordingly within a period of two months.

Private sector enterprises with more than 249 employees must comply with the 
obligation to establish an internal reporting channel within six months and inform 
the relevant supervisory bodies within a further six-month period.  

Public sector entities must also comply with the obligation to establish an internal 
channel within six months and the NTA must be able to receive reports within 9 
months.

Alexandros Giannakouros  
Head of Innovation and Partnerships

PRIORITY SA

PRIORITY SA was founded in 1995 and has been established as a leading Management, 
IT and Training consulting firm in Greece specializing in process optimization, 
compliance with regulatory requirements and certifications, IT Governance services 
(Cyber Security, Business Continuity, GDPR, ITSM, Data Management), the adoption 
of ESG criteria (Environmental, Social and Governance), the automation of corporate 
processes with specialized software solutions, the submission & management 
of investment files (NSRF Programs, Development Law, Recovery Fund) and the 
management and maturation of public projects. 

With offices in Athens and Nicosia and more than 75 executives, it has successfully 
completed over 4,000 projects in a wide clientele of 1,300 companies (including 44 
of Forbes’s Top 100 companies), with an average growth rate of 26% over the last 
four years, closing in 2021 with revenues over € 3.5 million. Since 2005 it has been 
developing its own proprietary eQualSuite business process automation software, 
which is constantly evolving and expanding. Today it has a wide range of software 
solutions, dominated by the eQualSuite platform, the only Greek Governance, Risk 
and Compliance (GRC) solution, while representing international software houses in 
the fields of Cyber Security, Business Process Management, Vendor Management, 
Workflow & Document Management, Chatbot, VR, etc.
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Hungary
The EU Whistleblowing Directive (2019/1937) has not been implemented into 
Hungarian national law thus far. Furthermore, there currently is no official draft 
law publicly available regarding the transposition. As there is no official public 
information, it is unclear when the necessary legislation will enter into force.

Current legislation: the Complaint Act

There currently is an effective law in Hungary (Act CLXV of 2013 on Complaints and 
Public Interest Disclosures) which already includes provisions on whistleblowing 
procedures.

The Complaint Act contains mandatory provisions for public and local government 
bodies in relation to their whistleblowing proceedings.

When a complaint proves to be well-founded, the following must be ensured:

I. A lawful situation or a situation which meets public interests is restored, and 
all otherwise necessary actions are taken.

II. The reasons behind the detected deficiencies are eliminated.

III. The issue is remedied and prosecution is initiated, if warranted.

Furthermore, according to the Complaint Act, a public interest disclosure may be 
made to the body entitled to proceed in matters relating to complaints and public 
interest disclosures.

Protection

As a general rule, complainants and whistleblowers must not suffer any disadvantage 
for making a complaint or a public interest disclosure and their personal data must 
be protected.

However, in cases where it becomes clear that a complainant or a whistleblower has 
disclosed untrue information of crucial importance in bad faith and it gives rise to an 
indication that a crime or an offence has been committed, then the personal data of 
the person in question must be disclosed to the body or entity entitled to carry out 
proceedings. If there is good reason to consider that it is likely that the complainant 
or the whistleblower caused unlawful damage or other harm to the rights of others, 
then his or her data shall be disclosed upon the request of the body or person entitled 
to initiate or carry out proceedings.
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Dr. Fanni Márkus 
Senior Associate

KPMG Hungary

KPMG firms operate in 145 countries and territories, and in FY21, collectively 
employed more than 236,000 people, serving the needs of business, governments, 
public-sector agencies, not-for-profits and through KPMG firms' audit and assurance 
practices, the capital markets. KPMG is committed to quality and service excellence 
in all that we do, bringing our best to clients and earning the public's trust through 
our actions and behaviors both professionally and personally.

Electronic system

Public interest disclosures may also be made through a protected electronic system.

Whistleblowing systems maintained by employers

Employers may define rules of conduct applicable to their employees in order to 
protect public interests or overriding private interests. These rules, together with a 
description of the related procedures, must be published by employers so as to be 
available to anyone.

Companies may set up whistleblowing systems for reporting violations of the law 
and the rules of conduct referred to above.

Whistleblower reports may be received by or investigated by a lawyer for the 
protection of whistleblowers. When it comes to the investigation of a report, 
co-operation with (i) a lawyer for the protection of whistleblowers or (ii) a separate 
organisation is also possible.

Employers shall investigate whistleblower reports as soon as possible under the 
given circumstances. Whistleblower reports must be investigated within 30 days 
of receipt and that time limit may only be subject to derogation in cases where it 
is highly justified, provided that the whistleblower is simultaneously informed. 
Exceptions occur when the whistleblower report was made anonymously or by an 
unidentifiable whistleblower. The investigation shall not last longer than 3 months. A 
whistleblower report made anonymously or by an unidentifiable whistleblower may 
be omitted.
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Ireland
After missing the original EU Whistleblowing Directive transposition deadline 
Ireland made steady progress in the first half of 2022. The Protected Disclosures 
(Amendment) Bill 2022 was signed into law in July 2022 and it substantially enhances 
and strengthens protection for whistleblowers while bringing the country in line with 
the European standard. In Ireland, whistleblowing is more formally known as “making 
a protected disclosure” and people have previously been afforded protection under 
the Protected Disclosures Act 2014 which was also referred to as “the whistleblower 
legislation”.

Situation before the EU Whistleblowing Directive 

Under the earlier Protected Disclosure Act, Irish whistleblowers could make a 
complaint if they were classified as a worker who disclosed information in a particular 
way with the following groups covered:  

 ■ Employees or former employees 

 ■ Trainees 

 ■ Agency workers 

 ■ Independent contractors 

 ■ People working under a contract for services 

 ■ People on work experience and members of An Garda Síochána (Irish police) 

In terms of anonymity, those receiving or dealing with protected disclosures could 
not reveal information about the whistleblower with certain exceptions. They could 
occur if the whistleblower’s identity was essential for an effective investigation or to 
prevent crimes to state security, public health or the environment.

Complaints could be made to an employer or an external contact and employees were 
afforded protection against retaliation (such as dismissal or threatening behaviour). 
The law also provided for immunity from most civil actions from damages, preventing 
an individual from being sued successfully after blowing the whistle.  
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Information coming to the whistleblower’s attention in connection with the indivi-
dual’s work where there was a reasonable belief of wrongdoing was considered 
relevant. Those cases of wrongdoing could occur inside or outside Ireland and were 
defined as:  

 ■ Commission of criminal offences 

 ■ Failure to comply with legal obligations 

 ■ Damaging the environment 

 ■ Endangering the health and safety of individuals 

 ■ Miscarriage of justice or misuse of public funding 

 ■ Oppressive, discriminatory, grossly negligent or grossly mismanaged acts or 
omissions by a public body   

 ■ Concealment or destruction of information about any of the above 
wrongdoing 

It is important to mention that all Irish public sector organisations were required to 
have formal protected disclosure procedures in place under the 2014 Act, regardless 
of size, something that is being expanded to all large companies now that the EU 
Directive has been transposed.  

Some sectors had their own laws before the Protected Disclosures Act 2014 came 
into effect. Examples include the Health Act 2007 that concerns wrongdoing in 
healthcare, the Charities Act 2009 that deals with breaches of the legislation to 
the Charities Regulatory Authority and the Protections for Persons Reporting Child 
Abuse Act 1998 protecting those reporting the abuse of children. 

The details behind the new legislation

The Minister for Public Expenditure and Reform published the General Scheme 
of the Protected Disclosures (Amendment) Bill in May 2021 and while the original 
deadline was missed, President Michael D. Higgins signed it into law in July 2022 
after it had completed the legislative process. The new amendment transposed the 
EU Whistleblowing Directive into Irish national law, substantially extending the scope 
of protection by providing greater clarity for both whistleblowers and employers. A 
key step involves the introduction of formal reporting channels at companies that 
will be monitored and enforced by the Inspectorate of the Workplace Relations 
Commission. 
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In order to be afforded whistleblower protection under the new measures, the 
“worker” must have made a disclosure of “relevant information”. Information is 
considered “relevant” if it tends to show one or more “relevant wrongdoings” in the 
reasonable belief of the worker and if the information came to his or attention in a 
“work-related context”. 

It is important to note that some disclosures will not be afforded protection under 
the new regime such as matters concerning interpersonal grievances between 
workers and complaints about the employer exclusively concerning the worker. 
However, if the latter are related to the health and safety of “any individual”, they 
will be considered a protected disclosure.  

 In summary, these are the key aspects of the Protected Disclosures (Amendment) 
Bill 2022: 

 ■ The personal scope of the Protected Disclosures Act is extended to other 
individuals such as volunteers, unpaid trainees, board members, shareholders 
and job applicants.    

 ■ All private sector organisations with 50 or more employees must establish 
formal whistleblowing channels and procedures for their employees. 

 ■ Organisations with between 50 and 249 employees will have to implement 
this requirement by 17 December 2023.

 ■ Acknowledgement of the receipt of the protected disclosure must be given 
within 7 days with diligent follow-up conducted.

 ■ Feedback on any action taken must be provided to the whistleblower within 
3 months. 

 ■ Unauthorised disclosure of the identity of a whistleblower will be a criminal 
offence while new offences will be created for employers who fail to 
establish internal whistleblowing channels. 

 ■ Penalising reporting persons, hindering a person from making a report or 
taking vexatious proceedings against whistleblowers will also be considered 
offences. 

 ■ The measures will be supported by a new office of the Protected Disclosures 
Commissioner which will take on responsibility for transmitting all protected 
disclosures sent to government ministers to the most appropriate authority.  

 ■ Burden of proof will be reversed, meaning employer will have to prove 
any alleged penalisation was not directly related to an employee making a 
complaint.
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Penalties for violations 

The Protected Disclosures (Amendment) Bill creates a series of new criminal offences 
that can result in very serious financial penalties including of fines of up to €250,000 
or 2 years’ imprisonment: 

 ■ Failure to comply with the requirement to implement, maintain and operate 
internal reporting channels 

 ■ Hindering or attempting to hinder a worker making a protected disclosure 
Organisations with between 50 and 249 employees will have to implement 
this requirement by 17 December 2023.

 ■ Penalising or threatening penalization against a reporting person (or 
connected persons), or bringing vexatious proceedings against them .

 ■ Breaching the duty of confidentiality to protect the identity of the person 
making a protected disclosure 

Offences have also been created for knowingly reporting false information and a 
right of action in tort for a person suffering detriment as a consequence of false 
information being reported. While this may help deter spurious disclosures, the 
subjective intent of an employee must be proven which means that such cases are 
likely to be rare in practice.  

Shortcomings and criticism 

Quoted by the Irish Times, the Minister for Public Expenditure and Reform stated that 
“the implementation of the EU Directive and the amendments in this Bill will further 
strengthen the protections for whistleblowers and maintain Ireland’s position as a 
leader in this area”. However, he also criticised the new Bill, warning that it does not 
go far enough.  

He acknowledged that it fails to take the status of existing protected disclosures into 
account that were made before the transposition of the EU Directive. Other Irish 
politicians took aim at the bill for not dispensing with a cap on financial rewards for 
whistleblowers, given that they lose out on more than €40,000 over the course of 
their working life.  

Despite the criticism, the Protected Disclosures (Amendment) Bill is a huge step in 
the right direction, significantly strengthening Ireland’s whistleblower protection 
legislation and bringing it into line with the new European standards.  
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Italy
After a long delay - which led to the opening of an infringement procedure by the 
European Commission - Italy finally has a new whistleblowing law.

On 30th March 2023, the Legislative Decree 24/2023 concerning the "Implemen-
tation of Directive (EU) 2019/1937 of the European Parliament and of the Council of 
23 October 2019 on the protection of persons who report breaches of Union law and on 
provisions concerning the protection of persons who report breaches of national laws" 
("Whistleblowing Decree") entered into force.

The Whistleblowing Decree aims to strengthen national legislation on the protection 
of whistleblowers - previously covered by Law 179/2017 - providing more safeguards 
to individuals who report violations of national or EU regulatory provisions that harm 
the public interest or the integrity of public administrations or private entities, which 
they have become aware of in a work context.

Therefore, the Whistleblowing Decree goes beyond the provisions of the EU Directive, 
allowing for the reporting not only of violations of EU law but also of violations of 
national law. 

Protection does not apply to:

 ■ Disputes, claims or demands linked to an exclusively personal interest of the 
whistleblower

 ■ Reports of violations already mandatorily regulated by European Union or 
national acts

 ■ Reports of breaches of national security, procurement relating to defence or 
national security aspects, unless these aspects are covered by the relevant 
secondary legislation of the European Union.

How to submit reports

Whistleblowers can submit their reports via:

 ■ Internal reporting channels, implemented by private sector entities or public 
administrations

 ■ External reporting channel, set up by the National Anti-Corruption Authority 
(ANAC)

 ■ Public disclosures (through the mass media)

 ■ Complaints to the judicial or accounting authorities 
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Who are the obliged parties? 

The obligation to implement reporting channels, adopt procedures for submitting 
and handling reports, and ensuring the protection of whistleblowers applies to:

 ■ Public entities

 ■ Private entities that in the last year, employed an average of at least 50 
employees with permanent or fixed-term employment contracts, regardless 
of their sector

 ■ Private entities that adopted an organisational model pursuant to Legislative 
Decree 231/2001, regardless of the number of employees and their sector 

 ■ Private entities that fall within the scope of the acts of the European 
Union - listed in the annex of the Whistleblowing Decree - concerning 
financial services, products and markets, prevention of money laundering 
and financing of terrorism, transport safety and environmental protection, 
regardless of the number of employees and the previous implementation of 
an organisational model. 

The Whistleblowing Decree does not provide specific guidance for the handling of 
reports in groups of companies, especially for multinational groups. 

It is only provided for that private entities which, in the last year, employed an 
average of no more than 249 employees, with permanent or fixed-term employment 
contracts (i.e., groups of small and medium-sized enterprises), will be able to share 
the internal reporting channel and its management.

Who can benefit from protection?

Compared to the previous Italian regulations, the Whistleblowing Decree extends 
the concept of the whistleblower to include not only (public and private) employees, 
but also self-employed workers, freelancers and consultants, volunteers and 
trainees, shareholders and persons with administrative, management, control and 
supervisory or representative functions, candidates, probationary workers, and 
former employees.

In addition, the safeguards also apply to facilitators, relatives or co-workers of the 
whistleblower, and entities owned by the whistleblower or operating in the whistle-
blower's work environment.
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What protection measures are provided for whistleblowers?

A whistleblower who makes a report under the conditions set out in the Whistle-
blowing Decree benefits from the following protection measures:

 ■ Confidentiality of his or her identity, in compliance with current privacy, data 
protection and cyber security regulations

 ■ Protection against retaliation, including dismissal, suspension, downgrading 
or non-promotion, demotion, negative references, intimidation or 
harassment, damage to reputation, etc.

 ■ Support measures provided by third-sector organisations, such as free 
information, assistance and advice on how to report and on protection from 
retaliation, the rights of the person concerned and the terms and conditions 
of access to legal aid

In cases involving the application of retaliatory measures, the burden of proof is 
reversed whereby the person responsible must prove that the action taken was 
unrelated to the whistleblowing complaint. Retaliatory and discriminatory acts are 
therefore null and void.
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What companies must do

According to the new legislative framework, every company operating in Italy and 
falling within the scope of the Whistleblowing Decree must:

 ■ Set up internal channels that allow reporting in written form, also through 
digital means (e.g., online platforms), or in oral form, through telephone 
lines, voice messaging systems or direct meetings with the person 
responsible for the report, after consulting with representatives or trade 
unions

 ■ Apply data protection and cyber security measures

 ■ Entrust the management of internal channels to an autonomous, dedicated 
and specifically trained person or office, or to an external person (the 
so-called “Ombudsman”), likewise autonomous and specifically trained

 ■ Implement a procedure to clearly regulate the handling of reports, providing 
for deadlines (an acknowledgement of receipt within 7 days from the 
submission of the report and feedback on the outcome within the following 
3 months) and the obligation to diligently follow up the reports themselves, 
assessing the truthfulness and existence of the facts reported and taking the 
necessary corrective action

 ■ Provide potential whistleblowers with clear information on the channel, 
procedures and prerequisites for making internal, external reports or public 
disclosures or complaints to the judicial or accounting authorities

 ■ Ensure protective measures for whistleblowers

 ■ Implement an external communication campaign and internal training on 
whistleblowing, with the aim of spreading a whistleblowing culture as a tool 
of compliance and corporate social responsibility, in order to ensure the 
effectiveness of the entire system
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When the deadline to comply with the Whistleblowing Decree 

expires

The deadline to comply with the provisions of the Whistleblowing Decree differs 
depending on the size of the entity and expires at the following dates:

 ■ 15 July 2023, for private entities with 250 or more employees as well as for 
public entities;

 ■ 17 December 2023, for private entities with 50 or more employees

What sanctions are applicable in the event of a breach of the  

Whistleblowing Decree?

With the Whistleblowing Decree, the implementation of a whistleblowing system 
in Italy is no longer just an expression of corporate ethics, but a real legal obligation 
which, if not fulfilled, could be sanctioned.

In the event of a breach, ANAC may impose administrative fines of up to EUR 50,000 
on the person responsible if it finds, inter alia, that:

 ■ An act of retaliation was committed

 ■ Reporting was obstructed or an attempt was made to obstruct it

 ■ The obligation of confidentiality was violated

 ■ No reporting channels were established

 ■ Procedures for making and handling reports have not been adopted or the 
procedures adopted do not comply with the Whistleblowing Decree

 ■ Verification and analysis of the reports received has not been carried out

Summary

Legislative Decree 24/2023, transposing the EU Directive, replaces the previous 
Italian regulations on whistleblowing and strengthens the protection of whistle-
blowers in the public and private sectors.

The new Whistleblowing Decree makes the implementation of internal reporting 
channels mandatory for private companies, regardless of the prior adoption of an 
organisational model. 
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Rödl & Partner

Rödl & Partner is one of the world‘s largest interdisciplinary practices, offering legal, 
tax and labour consultancy and auditing services. It operates in 48 countries with 106 
offices and a staff of 5,130. In Italy, Rödl & Partner operates in Milan, Rome, Padua 
and Bolzano. Over 200 staff provide assistance to both national and international 
clients, thanks also to the language skills of our professionals. The consultancy activity 
covers all areas of economic law, international taxation and labour consultancy, in 
addition to the legal audit services provided by Rödl & Partner Audit. An integrated 
team of experts closely supports all clients in all aspects of labour law consultancy, 
able to provide clients with a complete “360-degree” assistance, from the day-by-day 
management, including payroll of employees, to extraordinary matters, including 
information and consultation procedures with unions, disciplinary procedures and 
litigation.

Legal consultancy is fundamental in order to plan, set up and successfully develop any 
business. In addition to legal aspects, we also provide support, through our interdi-
sciplinary teams, on issues connected to taxation and management. Moreover, as 
economic aspects are essential to run any business, we also carry out qualified audits. 
Since your success is our success, we give our full commitment and dedication.

In addition, it regulates in detail the procedures for handling reports and guarantees 
broader protection for those who decide to bring to light violations or offences 
detrimental to the public interest or the integrity of public and private entities.

Therefore, entities falling within the scope of the Whistleblowing Decree must set 
up new reporting systems or redesign those already implemented in the past to 
make them compliant with the new regulatory provisions.
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Latvia
On 20 January 2022, the new Whistleblowing Law was adopted in Latvia and it 
entered into force on 04 February 2022. It is designed to transpose Directive (EU) 
2019/1937 of the European Parliament and of the Council of 23 October 2019. 
Although formally a new law has been adopted, its concept is largely based on the 
Whistleblowing Law that entered into force on 01 May 2019, which has now expired 
with the adoption of the new legislation.

The purpose of the law is invariably to promote the raising of whistleblowing in 
the public interest and to ensure that whistleblowing mechanisms are in place and 
functioning while whistleblowers are adequately protected.

Situation before the new Whistleblowing Law

In 2018 Latvia passed a whistleblower law that came into effect on 01 May 2019. The 
annotation states that within the framework of the laws in force so far, individuals 
have only been able to make limited use of the possibility to raise an alarm, mostly 
in areas where there is an obligation to report violations of public importance such 
as violations of children's rights, violations in the field of environmental protection 
and the fight against money laundering, etc. However, these legal provisions did not 
cover all possible whistleblowing situations before the transposition of the Directive, 
nor did they always correspond to the specifics of whistleblowing while failing to 
ensure protection for persons speaking up.

The law defined who a whistleblower is, how a whistleblower can raise the alarm, 
and it set out the basic requirements for handling a whistleblower report. The 
law established the right of anyone to submit a whistleblower report through the 
mechanisms provided by the law.

It required all institutions and companies with at least 50 employees to develop and 
introduce an internal whistleblowing system from 01 May 2019, so that employees 
would know where to turn if they experienced violations of the law in the workplace. 
However, if there was no such system in the workplace, or if the worker was not 
convinced that it would help, he or she had the option of informing the respective 
institutions directly, depending on the type of violation observed. In other words, 
there were whistleblowing contact points in different state and municipal institutions, 
handling reports regarding violations in the specific field. It was stipulated that if a 
person does not know or does not understand what to do and where to turn, he or 
she can seek assistance at the Whistleblowers' Contact Point at the State Chancellery.
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The Whistleblowing Law of 2018 also included administrative liability clauses 
imposing administrative penalties (fines) for false reporting as well as for causing 
adverse effects due to whistleblowing. Even though the old Whistleblowing Law was 
in effect for close to three years (from 01 May 2019 to 02 February 2022), it was not 
well understood by companies, potential whistleblowers and even state institutions.

In October 2019, the European Parliament and the Council of the European Union 
adopted the European Whistleblower Protection Directive which aims to protect 
whistleblowers who report corruption, fraud, or violations of the law in the 
countries of the European Union (EU). Article 26 (1) of the Directive provides that 
“the Member States shall bring into force the laws, regulations and administrative 
provisions necessary to comply with this Directive by 17 December 2021”. Latvia has 
not amended the previous Whistleblowing Law of 2018 to implement the Directive 
but has drafted a new law which was adopted on 20 January 2022 and entered into 
force on 04 February 2022.

Situation after the new Whistleblowing Law (innovations)

Most of the innovations are not unfamiliar to the competent institutions dealing with 
whistleblowers, nor to those who have set up an internal whistleblowing system or 
advise potential whistleblowers. Innovations in the form of recommendations have 
so far been defined in the guidelines for the handling of whistleblower reports and 
the establishment of an internal reporting system.

Until now, the definition of a whistleblower has included a few characteristics that 
must be met for a submission to be considered a whistleblower report and for a 
person to be considered a whistleblower. The new Whistleblowing Law adds two 
more characteristics to the definition, stipulating that:

I.  The information obtained during an internship may also be a basis for 
recognizing a person as a whistleblower.

II.  The provision of such information could cause adverse consequences for the 
whistleblower. This is in line with the purpose of the Whistleblowing Law, 
which is, inter alia, to ensure that whistleblowers are adequately protected.

The new law expands the range of persons provided with protection guarantees. 
Before the new law, protection against adverse consequences had been available 
to the whistleblower and their relatives. However, connected persons are now also 
protected. Such persons could be colleagues, traders, or private-law legal persons 
with whom the whistleblower is connected. However, the institution will be able to 
ensure the protection of related persons if it is informed about such individuals, for 
example, by mentioning colleagues in the whistleblower's report who have helped 
to gather the necessary information and evidence of the infringement.

The new Whistleblowing Law has expanded the definition of the term “infringement” 
to include conduct contrary to the purpose of the law. Previously, only a direct breach 
of law, as well as a violation of binding ethical or professional norms was deemed to 
be a breach under the whistleblowing regulation.
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The new Whistleblowing Law also clarifies the areas and offenses that should 
be specifically alerted. The list is expanded by adding, for example, breaches of 
transport safety, animal welfare, protection of privacy and personal data and security 
of network and information systems, along with several others. At the same time, 
the regulation remains in force so that the list of infringements is not exhaustive – a 
whistleblower is entitled to report an infringement detrimental to the public interest 
in any area.

The new Whistleblowing Law also provides for more conditions under which an alarm 
can be raised publicly, for example, if the person has reason to believe that the use 
of the alert mechanism referred to in the law will have adverse consequences, the 
violation will be hidden or will not be eliminated.

Before the new law, the Whistleblowing Law only referred to the Law on Submissions 
adopted in 2007 in connection with the form of submission which allows written, 
signed electronic or verbal applications. The new law also strengthens the possibility 
of submitting a report without an electronic signature on the https://trauksme-
scelejs.lv/ website.

It also introduces a number of changes for the private sector. The basic requirements 
for reviewing reports and the identification of responsible persons are now enshrined 
as requirements in the law. In the past, they were found in guidelines in the form of 
recommendations. In the financial sector, regardless of the number of employees, 
and also in certain cases, small companies working in the field of transport safety 
and environmental protection will have to set up an internal whistleblowing system. 
At the same time, in the private sector, the internal whistleblowing system can be 
outsourced to third parties.

The law provides that associations and foundations are entitled to exercise the 
pre-established right to represent whistleblowers who are their members or persons 
whose interests they represent in accordance with their statutes, without a specific 
mandate.

Both municipal institutions and medium-sized enterprises (50-249 employees) will 
be able to merge and create unified internal alarm systems.

The previous regulation did not provide for liability for disturbance of whistleblowing, 
which, according to recitals 84 and 85 of the Directive, is necessary to prevent and 
counter attempts to impede whistleblowing reporting or to obstruct, impede or 
slow down further measures, in particular investigations. Consequently, the new law 
has been supplemented and provides for liability for disturbing whistleblowing.

These and other changes have been made by implementing the new Whistle-
blowing Law following the requirements of the Directive. In addition to the new law, 
regulations of the Cabinet of Ministers have been issued, which specify the legal acts 
of the European Union, violations of which must be highlighted through the whistle-
blowing system in the areas mentioned in the law.

https://trauksmescelejs.lv/
https://trauksmescelejs.lv/
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RER Lextal

Law Office RER Lextal offers an experienced, professional team of 14 people, which 
includes attorneys at law, attorneys, senior associates, legal assistants, and administ-
rative staff. Law Office RER Lextal was founded in 2010. 

Law Office RER Lextal offers a wide scope of business-related services, starting 
from company establishment to everyday and complex Labour law cases, M&A, and 
AML, to successful representation of their client’s interests in the European Court of 
Justice. RER Lextal especially focuses on complex debt restructuring and solvency 
matters. Law Office RER Lextal is offering its clients legal assistance in the most 
important legal areas of business for entrepreneurs and individuals. The Law Office 
RER Lextal closely and tirelessly monitors the latest changes in regulatory legal acts 
and trends in the field of legislation to offer clients and business partners the most 
progressive and effective solutions to various issues of a legal and financial nature.

In February 2021 Law Office RER Lextal joined the law office partnership LEXTAL 
Legal. With a united Baltic team of more than 70 lawyers, LEXTAL Legal established 
itself as one of the top ten largest law firm groups in the Baltic states. In addition, the 
Law Office RER Lextal cooperates with sworn advocates located in other European 
countries, the USA, etc. LEXTAL Legal is a member of international law firm networks 
TELFA, MERITAS, and UNILAW.  

Conclusions

The old Whistleblowing Law adopted in 2018 was not efficiently implemented and 
followed in practice. There were many flaws in the regulation, and it was not fully 
understood by individuals, companies, and even state institutions handling reports. 
The introduction of the new Whistleblowing Law could remedy this to an extent. 
The new law emphasizes the need for whistleblowing systems and it could force 
companies to be more aware of their obligations, and individuals more aware of their 
rights. The option for companies to outsource the whistleblowing system services 
could encourage the companies to follow the legal requirements and recognize the 
benefits the whistleblowing system can bring to the company in order to detect and 
correct irregularities in the commercial activity of the organisation. Overall, the new 
Whistleblowing Law has implemented the requirements of the Directive and it has 
taken a step forward in developing an effective whistleblowing mechanism while 
ensuring adequate protection for whistleblowers. It should be acknowledged that 
further improvements to the Latvian whistleblowing system could be considered in 
the future, such as the development of a whistleblower reward mechanism.
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Lithuania
Lithuania belongs to a welcome, yet small group of European Union Member States, 
that had relatively comprehensive legislation exclusively dedicated to the protection 
of whistleblowers in place even before Directive (EU) 2019/1937 of the European 
Parliament and of the Council of 23 October 2019 on the protection of persons 
who report breaches of Union law (hereinafter referred to as the Directive (EU) 
2019/1937) was adopted.

In order to guarantee the effective protection of human rights and the public 
interest, the Law on the Protection of Whistleblowers of the Republic of Lithuania 
(hereinafter – the Law on the Protection of Whistleblowers) was approved at the end 
of 2017 and entered into force at the beginning of 2019. Resolutions supplementing 
and detailing this law were also adopted regarding the procedure for the remune-
ration of whistleblowers for valuable information, compensation for whistleblowers 
for adverse effects or possible consequences due to the procedure for submitting a 
report as well as the establishment of internal channels for providing information on 
breaches and ensuring their functionality. This legislation has been and is binding in 
both the public and private sectors.

After the European Parliament and the Council adopted the Directive (EU) 2019/1937 
and established the deadline for its implementation into national law, national 
regulations have been reviewed in detail.

A comprehensive comparative analysis of the provisions of Directive (EU) 2019/1937 
and the Law on the Protection of Whistleblowers and other related legal acts 
performed by lawmakers presupposed that the provisions of Lithuanian national 
law generally implement the essential requirements of Directive (EU) 2019/1937 for 
Member States and adequately guarantee the protection of whistleblowers under 
this EU standard, and therefore, are largely in line with the provisions of Directive 
(EU) 2019/1937. On the other hand, the above analysis also revealed that the 
compatibility of the existing legal regulation in Lithuania with the requirements of 
Directive (EU) 2019/1937 is still not sufficient to establish the full implementation 
of all its provisions. The main criticisms were that the circle of persons who may 
report a breach and be recognized as whistleblowers and the concept of a report are 
too narrow, the scope of negative measures had to be extended, reports should be 
submitted to the competent authority (prosecutor's office) not only by filling in an 
approved form, but also orally (there must be a possibility to provide the information 
by telephone or other voice messaging systems) and finally deadlines must also be 
set for the feedback of the person who provided the information.
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Amendments to the national legal framework that complements the existing legal 
framework entered into force in February 2022. The following provisions are the 
main aspects regarding regulation of the protection of whistleblowers:

 ■ The Law on the Protection of Whistleblowers establishes two separate 
concepts: the person reporting a breach and the whistleblower. The first 
notion represents a natural person who provides information about a 
breach in an institution (public or private), which he / she learned about 
from his / her service, employment or contractual (consulting, contracting, 
subcontracting, internship, voluntary activity, etc.) relationship with this 
institution or during employment or other pre-contractual relations. 
Additionally, it represents the self-employed person who reports the 
breach, the shareholder or a member of the administrative, management or 
supervisory body of the company (including non-executive members, as well 
as volunteers and paid or unpaid trainees), or any natural person employed 
under the supervision and direction of contractors, subcontractors and / or 
suppliers. Such individuals (i.e. the person who provides information about 
the breach) could only be considered as a whistleblower and enjoy all the 
protection and rights provided by law after this status has been granted by 
the competent authority (such as the prosecutor’s office).

 ■ According to the Law on the Protection of Whistleblowers, information 
is provided on violations due to: 1) a danger to public safety or health, 
life or health of a person; 2) danger to the environment; 3) obstruction or 
unlawful interference with the investigation or administration of justice 
by law enforcement authorities; 4) financing of illegal activities; 5) illegal 
or non-transparent use of public funds or property; 6) illegally acquired 
property; 7) concealment of the consequences of the committed violation, 
obstruction of determining the extent of the consequences; 8) violations 
specified in the list approved by the Minister of Justice of the Republic 
of Lithuania prepared taking into account the scope of application of the 
legal acts of the EU specified in Directive (EU) 2019/1937; 9) damage to the 
financial interests of the EU, as referred to in Article 325 of the Treaty on 
the Functioning of the EU and further specified in the relevant instruments 
of the EU; 10) infringements relating to the internal market as referred 
to in Article 26 (2) of the Treaty on the Functioning of the EU, including 
infringements of EU competition and state aid rules, as well as infringements 
relating to internal market practices or agreements aimed at obtaining a 
tax advantage which undermines the object or purpose of the applicable 
corporate tax law; 11) other violations.
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ILAW LEXTAL is part of the LEXTAL Legal Group – one of the ten largest law firms in 
the  Baltics operating with a team of over 70  lawyers. LEXTAL Legal is a united group 
of law firms  that includes LEXTAL in Estonia, RER LEXTAL in Latvia, and ILAW LEXTAL 
in Lithuania.

ILAW LEXTAL’s team consists of more than 35 lawyers to offer consultations and 
services to customers on corporate law,  real estate law, mergers and acquisitions  
(M&A), AML, fintech, tax law, personal data protection,  intellectual property, labour 
law, public procurement, unfair competition and  other areas of business law.

 ■ Although Directive (EU) 2019/1937 allows Member States to bring into force 
the national laws regarding establishing internal reporting channels in the 
private sector with 50 to 249 workers by 17 December 2023, this provision is 
already in force in Lithuania.

 ■ After the amendments, the rather short time limits within which feedback 
must be given to the person who provided the information on the breach 
have been defined, e.g. the institution (private or public) shall inform the 
person who submitted the information about the decision taken, about the 
results of the investigation and the actions taken or planned to be taken in 
writing within two working days.

 ■ In addition to the protection established by the Directive (EU) 2019/1937, 
the national regulation of the Republic of Lithuania provides for procedures 
confirming the right of persons to receive remuneration for valuable 
information and the right to receive compensation for adverse effects or 
possible consequences.

Taking into account above-mentioned information, Lithuania has made great efforts 
to comply with Directive (EU) 2019/1937 which resulted in the detailed and timely 
amendments of the national legislation on the protection of whistleblowers.
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Luxembourg

Overview

Similar to many other EU countries, Luxembourg missed the deadline for the transpo-
sition of the EU Whistleblowing Directive. However, shortly after the deadline passed, 
namely in January 2022, the Luxembourgish government issued a draft law for the 
Directive’s transposition. As stated in the introductory text to the draft law, one of 
the main intentions of the government is to create one complete and coherent, 
easily understandable and accessible framework for whistleblower protection.

Currently, various stakeholders are reviewing the law and issuing their opinions. 
These statements shall be considered for the final legal text. At the moment, it is not 
clear when the final transposition can be expected.

Existing legislation
There is currently no general Whistleblowing law in Luxembourg, though various 
laws, regulations or circulars already deal with the topic. In addition to the existing 
fragmentation, existing legislation is silent regarding many aspects of the Directive, 
e.g. the specific set-up of whistleblowing systems or the extent of whistleblower 
protection.

Code Pénal: 

The Luxembourgish “Code Pénal ” (Criminal Code) states in Art. 140 that anyone 
who has knowledge of a crime whose effects it is still possible to prevent or limit, or 
whose perpetrators are likely to commit new crimes which could be prevented, and 
who fails to inform the judicial or administrative authorities thereof is punished by a 
prison sentence of one to three years and a fine of up to 45,000 euros.



89EU Legislations

Droit du Travail: 

The Luxembourgish “Droit du Travail” (Labour Law) provides for the protection of 
employees in the context of the fight against corruption, influence peddling and 
illegal taking of interests in Art. L. 271-1 and L. 271-2. Among others, the text states 
that an employee cannot be subject to reprisals for having reported a fact that he/
she believes in good faith to constitute a corrupt act to a superior or the competent 
authorities.

Financial sector specific: 

Various financial sector specific regulations require the implementation of an 
internal alert system. For instance, Circular 12/552 (as amended) requires financial 
institutions to maintain internal alert arrangements for their entire staff to draw 
attention to legitimate concerns about internal governance or internal and regulatory 
requirements. Similarly, Circular 18/698 requires investment fund managers (IFM) to 
have an internal whistleblowing procedure which enables staff to draw attention to 
significant and legitimate concerns related to the internal governance of the IFM.

Public sector specific: 

Article 23 (2) of the “Code de procedure pénale” (Code of Criminal Procedure) 
requires any public officer or civil servant who acquires knowledge of facts likely to 
constitute a crime or misdemeanor to notify the state prosecutor without delay.

The new draft law
The introduction to the draft law states that, “today, it is important to go further in 
the protection to be granted to whistleblowers by giving them a real status, with 
clear rights and obligations defined.”

The draft law follows the Directive in many aspects. As such, it requires private sector 
entities with a minimum of 50 employees to implement internal channels and all 
public sector entities to do so too. The list of persons who can report crimes includes 
not only internal staff, but also former and prospective employees, self-employed, 
shareholders, interns and volunteers as well as contractors, sub-contractors and 
suppliers.

For the external channels, it lists a total of 22 competent authorities, and further 
announces the creation of a new body whose mission will be to inform and assist 
reporting persons, for example by telling them which authority to contact. This body 
will also be in charge of raising public awareness about the rights of whistleblowers.
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Yet, similar to other countries, Luxembourg has decided to go beyond the material 
scope stated in the Directive. According to the current draft text, all acts and 
omissions which are illegal, or are against National or European law and disturb the 
public interest, can form the subject of a whistleblowing report.

Regarding the financial sector, which forms an important part of the Luxembourgish 
market, the draft law currently gives room for interpretation. It states that provisions 
contained in special laws, insofar as they offer similar guarantees, take precedence 
over the general provisions of the law. The law will complete them in areas not 
covered sufficiently.

However, Circulars such as 12/522 or 18/698 do not mention any thresholds regarding 
the obligation to create internal whistleblowing channels. Thus, it is unclear whether 
the threshold of 50 employees will apply or if the absence of a threshold in those 
circulars takes precedence – the latter would mean that those financial sector entities 
would have to follow the new law independent from the number of employees.

Furthermore, those Circulars do not contain any details regarding the set-up of 
whistleblowing systems. Complementing them might mean that financial sector 
institutions might need to follow the entirety of the provisions of the new law.

Main points from major stakeholders
Some stakeholders have already issued opinions including criticism and further 
suggestions, such as:

1. Internal channels and existing obligations for public servants

The Association of Luxembourg Cities and Municipalities asks how the existing 
obligation to report crimes as provided by Article 23 (2) of the Code of Criminal 
Procedure compares to the introduction of internal channels. It points out that an 
additional internal channel might not be needed.

2. Competent authorities

According to the Institute of Statutory Auditors, it might be difficult for reporting 
persons to know which of the 22 competent authorities to turn to. Also, the 
competent authorities would have to be in the position to know the scope of each of 
the other authorities to transfer reports appropriately.
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The Institute suggests having only one competent authority as the external channel 
which would also ensure uniform procedures compared to having 22 separate 
entities. Alternatively, one central authority could be the main point of entrance for 
reports and could then transfer the individual reports to the appropriate competent 
authority.

The Chamber of Employees further comments that there should be translations for 
people not speaking one of the three official languages (Luxembourgish, French, 
German) accepted by the competent authorities.

3. Threshold for private companies

Given the size of many private companies in Luxembourg and the fact that they 
would not reach the threshold of 50 employees, the Chamber of Employees suggests 
lowering the threshold to 15 employees.

4. Sanctions

The Medical College points out that the draft establishes the obligation to create 
internal channels without sanctions for public sector entities in case of non-implemen-
tation.

5. Measures of support for whistleblowers

The Chamber of Employees emphasises that the measures of support provided for 
in article 20 of the Directive have not been considered by the draft law, especially in 
terms of financial and psychological support for the reporting person.
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PwC Luxembourg

PwC Luxembourg is the largest professional services firm in Luxembourg with over 
2,900 people employed from 82 different countries. PwC Luxembourg provides 
audit, tax and advisory services including management consulting, transaction, 
financing and regulatory advice. The firm provides advice to a wide variety of clients 
from local and middle market entrepreneurs to large multinational companies 
operating from Luxembourg and the greater region. It helps its clients create the 
value they are looking for by contributing to the smooth operation of the capital 
markets and providing advice through an industry-focused approach.

Outlook
The coalition programme foresees a rapid transposition of the Directive into 
Luxembourgish law. Given the fact that the deadline has since long elapsed, a final 
legal text is expected soon.

However, out of the 23 organisations that were asked to provide their opinion, only 
5 have done so to date. Especially the opinion of the Financial Sector Supervisory 
Commission is still expected and might bring much needed clarity concerning the 
application for the financial sector.

Michael Weis 
Partner, Head of Anti-Financial 
Crime & Forensic Services



93EU Legislations

Malta
Legislative background

Whistleblower protection legislation was first introduced in Malta by the adoption 
of the “Protection of the Whistleblower Act” on 15 September 2013 (Cap. 527 of the 
Laws of Malta, hereinafter the “Act”).

It was subsequently amended by an act of the Maltese Parliament on 18 December 
2021 with a view to transposing the EU Whistleblowing Directive.

The Act makes provision for procedures in terms of which employees in both the 
private sector and public administration may disclose information regarding improper 
practices by their employers or other employees and to protect staff members who 
make any such disclosures from detrimental action against them.

Employers

As far as the private sector is concerned, the Act applies to employers with 50 or 
more workers. Regarding the public sector, the requirements of the Act apply to 
each ministry of the Maltese government.

Employees

The protection afforded by the Act to employees is not limited to persons who have 
entered into or work under a contract of service with an employer. This is in view of 
the fact that the term "employee" is given a much wider dimension. Accordingly the 
term “employee” also covers a contractor or subcontractor who performs work or 
supplies a service. The term also includes individuals who have personally undertaken 
to execute any work or service for and under the immediate direction and control 
of another person. However, it excludes work or services performed in a profes-
sional capacity to which an obligation of professional secrecy applies in terms of the 
Professional Secrecy Act when such work or services are not regulated by a specific 
contract of service. The term “employee” also includes former employees, persons 
who are or were seconded to an employer and also to certain volunteers. The term 
“employee” also includes any candidate for employment but only where information 
concerning improper practices has been acquired during the recruitment process or 
other pre-contractual negotiations. The term “employee” also includes shareholders 
and persons belonging to the administrative, management or supervisory body of 
an undertaking, including non-executive members, and also paid or unpaid trainees.
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Obligations of Employers

In terms of the Act, every employer (whether in the private sector or public administ-
ration) is required to have internal procedures in place for receiving and dealing with 
information about improper practices committed within or by that organisation. The 
Act does not contemplate the possibility of delegating or entrusting this obligation 
to parties outside the employer such as consulting or law firms.

The Act allows for the possibility that employers in the private sector with more 
than 50, but up to 249 workers, share resources as regards the receipt of reports 
and investigations to be carried out. This concession is without prejudice to the 
obligation of such private sector employers to maintain confidentiality, give feedback 
and address the reported breach. No such exemption is allowed for a private sector 
employer that has more than 249 employees.

Improper Practices and Disclosures

The Act provides protection in the case of disclosure of information on improper 
practices. An extensive list of practices is included within the definition of what is 
an improper practice, and accordingly, the Act is very far reaching in this respect. 
Furthermore, the information does not need to be supported by evidence. It may 
be such that it includes reasonable suspicions about actual or potential improper 
practices which are suspected to have occurred or are very likely to occur in the 
organisation of which the reporting person is an employee (as defined) or in another 
organisation with which the reporting person is or was in contact through his or her 
work (also regarding attempts to conceal such breaches).

Anonymous Reporting

Anonymous disclosures are not protected disclosures under the Law. However 
anonymous reports may be received and processed and taken into consideration in 
determining whether an improper practice has occurred.
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Processing of personal data

Employer processing of personal data carried out pursuant to the Act including the 
transmission of personal data by the whistleblowing reporting officer of the Whistle-
blowing Reports Unit is required to be made in accordance with Regulation (EU) 
2016/679.

Protection of Employees

The Act provides protection to disclosing employees not only from dismissal as a 
consequence of the disclosure, but also from detrimental action as defined. Again, 
the term “detrimental action” is given a wide meaning such as action causing injury, 
loss or damage, victimisation, intimidation, harassment, occupational detriment, 
civil/criminal proceedings or disciplinary proceedings. Accordingly, the Act is far 
reaching also in this regard.
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The Netherlands
The EU Whistleblowing Directive of 2019 aims to make sure that whistleblowers 
seeking to expose misconduct will be protected and do not have to fear retaliation. 
The new rules require the creation of safe channels and procedures for reporting 
both within an organisation and to public authorities. 

Although the Netherlands was deemed to be one of the few European countries 
to have comprehensive whistleblower protection in place ahead of the introduction 
of the EU Whistleblowing Directive, the former law (‘Wet Huis voor klokkenluiders’) 
did have shortcomings and changes were necessary in order to transpose the EU 
Whistleblowing Directive. 

The EU Whistleblowing Directive should have been transposed into national law by 
17 December 2021. This deadline was not met by the Netherlands. The Netherlands 
prepared a bill to transpose this EU Whistleblowing Directive in the national legal 
order (‘Wet bescherming klokkenluiders’). 

On 20 December 2022, the bill was unanimously passed by the Dutch House of 
Representatives, and on 24 January 2023, it was passed by the Dutch Senate. On 18 
February 2023, the new law (‘Wet bescherming klokkenluiders’) partially entered into 
force. The provisions regarding anonymous reporting and enforcement of this law 
by the House of Whistleblowers will enter into force at a later date. Medium-sized 
employers (with 50 to 249 employees) have until 17 December 2023 to comply with 
the new Dutch law. However, please note that they must meet the requirements of 
the old Dutch law on Whistleblowing (‘Wet Huis voor klokkenluiders’) until that date. 
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Main obligations under Wet Huis voor klokkenluiders

Employers with at least 50 employees were already obliged to maintain an internal 
reporting scheme for suspected wrongdoing (a so-called whistleblower scheme). 
The term ‘‘employee’’ includes not only regular employees, but also self-employed 
workers, trainees and volunteers. 

Employees could report on suspicions of wrongdoings. There is a suspicion of a 
wrongdoing insofar as: 

 ■ a suspicion is based on reasonable grounds arising from the knowledge that 
the employee has acquired at his employer or arising from the knowledge 
that the employee has acquired through his work at another company or 
organization, and 

 ■ the social interest is at stake by the violation of a statutory regulation, a 
danger to public health, a danger to the safety of persons, a danger to the 
deterioration of the environment, a danger to the proper functioning of the 
public service or an enterprise as a result of improper conduct or failure to 
act.

The Wet Huis voor klokkenluiders already provided for a number of preconditions 
that whistleblower regulations must meet. The internal channels and procedures for 
reporting already needed to contain: 

 ■ the way in which the internal report is handled; 

 ■ a description of a suspicion of a wrongdoing (as referred to in the Wet Huis 
voor Klokkenluiders; 

 ■ a description of the designated independent officer(s) the suspicion of a 
wrongdoing or information about a violation can be reported to, and which 
officer(s) can carefully follow up on that report; 

 ■ the opportunity for the employee to consult an advisor in confidence about 
the suspicion of a wrongdoing or information about a violation; 

Employers were already required to provide information in writing (or electronically) 
to the persons working for him about: 

 ■ the channels and procedures for reporting; 

 ■ the way in which a suspicion of a wrongdoing outside the organisation can 
be reported to the competent authorities; 

 ■ the legal protection of employees when reporting a suspicion of a 
wrongdoing. 
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Starting point under the Wet Huis voor Klokkenluiders was internal reporting first, 
unless this could not reasonably be expected of the employee. If the employee did 
not act in line with this, the House of Whistleblowers would not investigate. The 
House of Whistleblowers was established on 1 July 2016 and basically has two 
main tasks; the first one is advising employees on the steps to take while reporting 
a suspicion of a wrongdoing and the second one is conducting investigations in 
response to a report. 

Employers already needed to ask their Works Council for consent regarding the 
amendment, adoption or withdrawal of a whistleblower policy under the Wet Huis 
voor Klokkenluiders.

Changes under Wet bescherming klokkenluiders  

The most important changes under the new Dutch law on Whistleblowing (‘Wet 
bescherming klokkenluiders’) are listed below: 

 ■ The definition of ‘employee’ will be restricted, so that the group of 
employers covered by this law becomes smaller 

 ■ Direct external reporting becomes possible 

 ■ The current prohibition of prejudice will be expanded 

 ■ The burden of proof that a disadvantage of a reporter is not related to the 
report shifts to the employer 

 ■ Expansion of protected reports 

 ■ Expansion of the circle of protected persons 

 ■ There will be a ban on silence clauses 

 ■ Internal reporting schemes must meet stricter requirements with regard to 
deadlines, methods of reporting and there will be an obligation to register 
the reports in a register 

 ■ Expansion of employee participation 

 ■ Introduction of measures in the light of enforcement and sanctions 
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Next steps and final words 

Companies with 50 or more employees will need to review their whistleblower policy 
to see if it needs to be adapted to the changes that come along with the new law 
in order to be compliant. This will most probably be the case, as the new law entails 
quite a number of changes. 

Important here is not to forget to ask your Works Council (if installed) for consent 
to amend your whistleblower policy, or your employee representation or more than 
half of the employees.  

Private companies with 50 to 249 employees have until 17 December 2023 to be 
compliant with the new law, or a shorter period if the Dutch legislator determines so. 
However, please note that they must meet the requirements of the old Dutch law on 
Whistleblowing (‘Wet Huis voor klokkenluiders’) until 17 December 2023. 

Due to the broadening of legal protection, and because more people can appeal to 
the whistleblower status, it is expected that both the number of whistleblowers and 
the number of reports will increase in the Netherlands (and most likely not only in 
the Netherlands, but across the entire EU).
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Poland
The legislative process is still ongoing, but it has been intensified

The Polish Act on the Protection of Persons Who Report Breaches of Law, known 
as the “Whistleblower Act,” regulates the procedure for reporting breaches of law 
and the protection of those reporting them. The issue of the protection of whistle-
blowers and the procedures applicable to the reporting of breaches is addressed by 
the EU Whistleblowing Directive. 

On 11 January 2023, the Ministry of Family and Social Policy published a new draft 
law on the protection of whistleblowers. It is the sixth version of the Act, which was 
initially prepared on 19 October 2021. There is a growing consensus that the current 
version of the draft law should be the final version. The intensification of work on 
the draft and successive versions appearing at shorter intervals may indicate that 
the implementation of the EU Whistleblowing Directive will become a fact in the 
near future.

The UC 101 project has now been recommended by the Committee for European 
Affairs for further work. The planned date of adoption of the draft by the Council of 
Ministers has been set for the first quarter of 2023. Then it will be submitted to the 
Sejm (the lower house of the parliament). The Polish Act on the Protection of Persons 
Who Report Breaches of Law will enter into force two months after its publication.

Currently, it is not possible to indicate the exact date when the bill will be referred 
to the Sejm and the date of its entry into force, but the publication of its sixth draft 
suggests that it is nearly finished and refined in detail. Nevertheless, it should be 
taken into consideration that the draft provides a noticeably short time between its 
promulgation and entry into force. Therefore, it is worth considering the tailoring 
or adapting internal regulations to the requirements of the proceeding regulations. 
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Application of the new law 

The “Whistleblower Act” requires both employers from the public and private sector 
who employ more than 250 people to develop and implement internal reporting 
regulations that define the procedure for highlighting violations of law and the 
initiation of appropriate follow-up actions. According to the current bill, private sector 
entities employing 50-249 people have until December 17, 2023, to implement the 
necessary measures. Employers with at least 250 staff members will be required to 
have appropriate solutions in place two months after the date of the law's entry into 
force. In turn, employers with less than 50 employees are not required to take any 
action. 

What is more, according to the bill, certain employers will be absolutely obliged 
to establish internal reporting rules, regardless of the number of employees. This 
will occur on the condition that they perform specific activities in the field of the 
prevention of money laundering and terrorist financing (AML). For example, these 
will be entities such as accounting offices, shared service centres and some holding 
companies. 

The protection described in the “Whistleblower Act” covers a large group of people, 
including not only employees on employment contracts, but also anyone with 
temporary contracts, B2B agreements, trainees, and volunteers. Protection also 
extends to the recruitment and the post-termination periods. The draft act also 
protects members of the management board and partners. 

The Act specifically provides for the possibility of whistleblowers making anonymous 
reports (most often an internal undertaking according to the implemented process 
for internal reporting, including a procedure for reporting and follow-up activity). 
The bill also covers the scope of protection afforded to whistleblowers, such 
as non-retaliation, non-discrimination, claims for damages and the liability for 
disciplinary action. 
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The draft Act as a source of new risks for the employer 

The draft of the “Whistleblower Act” provides for the general prohibition of retaliation 
against the reporting person, which is reflected in the restriction of unfavourable 
treatment due to reporting or public disclosure. The catalogue of unfavourable 
treatment types, apart from the obvious ones such as refusal to continue an 
employment relationship or termination (including termination without notice), 
also includes more subtle acts such as the omission of work-related benefits other 
than remuneration or the transfer of previous duties to another employee. An open 
catalogue of unfavourable treatment may pose a real risk of abuse of the law. As a 
kind of safety guarantee, the legislator foresaw that it is possible for the employer to 
prove that such treatment of an employee is justified by objective reasons. 

Entrepreneurs who are employers should also bear in mind that the provisions of the 
Labour Code, which establishes the employer's liability for breach of the principle of 
equal treatment in employment, will apply to the claims of the applicant in cases of 
unfavourable treatment. The amount of the compensation should not be lower than 
the minimum remuneration for work. An employer's breach of the non-retaliation 
prohibition by adversely treating the reporting person can therefore prove costly. In 
addition, protection covers those reporting persons who are not employees within 
the meaning of the Labour Code. 

What actions should be taken?

Entities covered by the provisions of the “Whistleblower Act” should implement 
mechanisms ensuring legal protection for whistleblowers in line with the EU Directive 
including the development of appropriate internal regulations on reporting violations 
of the law and the procedure for taking follow-up actions, as well as adapting existing 
procedures to new regulations. 

Importantly, the draft act uses criminal sanctions when it comes to the issues of 
violations of the provisions. It even provides the restriction of liberty or imprisonment 
for up tothree years for obstructing reporting, retaliating against the whistleblower, 
violating the confidentiality of the whistleblower's identity or failure to establish an 
appropriate internal procedure. Therefore, the responsible persons in the organi-
sation may suffer negative consequences from non-compliance with the legal 
regulations. 
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It should be taken into consideration that the current, sixth version of draft law 
implementing the EU Whistleblowing Directive provides a noticeably short time 
between the date of its promulgation and its entry into force. Therefore, it is 
worth considering the development or adaptation of internal regulations to the 
legal requirements. This is especially important for companies that do not have a 
dedicated compliance department in their structures. It is highly recommended to 
verify in advance whether the organisation has the internal capacity to take care of 
the new tasks, and to what extent the use of an external advisor would be necessary. 

Regardless of when the Polish legislation is adopted, the relevant regulations 
regarding the protection of persons reporting violations of the law in a work-related 
context are becoming a strong requirement in the market. This is increasingly 
scrutinised by business partners as part of customer verification and acceptance 
procedures, especially when it comes to foreign operations.
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Portugal
How the EU Whistleblowing Directive was implemented into law in 

Portugal 

In Portugal, the EU Whistleblowing Directive (the “Portuguese Whistleblowing Law”) 
was implemented by Law 93/2021 on 20 December 2021, with 18 June 2022 the 
date for it entering into force.  

Unlike the EU Whistleblowing Directive that establishes a two-step implementation 
of internal reporting channels: (i) 17 December 2021 for legal entities in the private 
sector with 250 or more employees, and (ii) 17 December 2023 for legal entities in 
the private sector with 50 to 249 employees, the Portuguese Whistleblowing Law 
did not implement this step-by-step difference. 

In Portugal, legal entities in the private and public sector with 50 or more employees 
and municipalities serving 10,000 or more inhabitants are obliged to establish 
internal reporting channels by 18 June 2022. This is also applicable to Portuguese 
branches of foreign-based parent companies. 

The threshold for the number of employees does not, however, apply to the entities 
falling within the Union acts referred to in Parts I.B and II of the Annex of the EU 
Whistleblowing Directive, namely covering: financial services, products and markets, 
and prevention of money laundering and terrorist financing, transport safety and 
protection of the environment. Regardless of the number of employees, these 
entities (also called “obliged entities”) will also have to establish internal reporting 
channels by the effective date of the Portuguese law. 

Although the EU Whistleblowing Directive sets out common minimum standards 
allowing the Member States to extend protection under local laws, the Portuguese 
legislator opted to follow vis-à-vis the areas covered by the Directive, including, but 
not limited to, breaches relating to (i) public procurement; (ii) financial services, 
products and markets, and prevention of money laundering and terrorist financing; (iii) 
product safety and compliance; (iv) transport safety; protection of the environment; 
(v) public health; (vi) consumer protection; (vii) protection of privacy and personal 
data, and security of network and information systems; (viii) competition and State 
aid rules. 

Reporting channels should follow a precedence order. Employees (under a broad 
definition, including employee’s status and freelance employees, contractors, 
subcontractors, suppliers, shareholders, management roles, former and prospective 
employees) must first use internal reporting channels before using external channels 
and, ultimately, making a public disclosure. 
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In a nutshell, the procedures for internal reporting channels shall include: 

 ■ Setting-up of channels for receiving the reports which need to be designed, 
established, and operated in a secure manner that guarantees that the 
confidentiality of the identity of the reporting person and any third party 
mentioned in the report is preserved, and to prevent access to it by 
non-authorised staff members. Channels must be set up to ensure that 
reports are stored confidentially, securely and are GDPR-compliant

 ■ Acknowledgement of receipt of the report within seven days 

 ■ An impartial person or department responsible for following up with and 
maintaining regular communication with the whistleblower and requesting 
or providing further information where necessary

 ■ Provision of feedback within a reasonable timeframe, not exceeding three 
months from the acknowledgement of receipt or, if no acknowledgement 
was sent to the reporting person, three months from the end of the seven 
days after the report was made 

 ■ Provision of clear and easily accessible information regarding the procedures 
for reporting externally to competent authorities

If internal channels cannot reasonably be expected to function correctly, employees 
must use external channels. This may occur if employees have valid reasons to believe 
that they will suffer retaliation in connection with the reporting, including a breach 
of confidentiality, or if competent authorities will be better placed to address the 
breach effectively. 

Persons making a public disclosure should qualify for protection in cases where, 
despite internal and external reporting, the breach remains unaddressed, they have 
reasonable grounds to believe that there is an imminent or manifest danger to the 
public interest, or risk of irreversible damage (including harm to a person's physical 
integrity) or risk of retaliation.  

Safeguarding the confidentiality of the reporting person’s identity during the 
reporting process and investigations triggered by the report is a mandatory 
requirement and an essential ex-ante measure to prevent retaliation.  

The Portuguese Whistleblowing Law establishes a set of circumstances as presumed 
retaliation acts to the extent that they occur within two years after the (internal 
or external) reporting or the public disclosure. For instance, changes in working 
conditions, suspension of the employment, negative performance evaluation given 
to the employee, non-renewal of a fixed-term employment contract or dismissal. A 
disciplinary sanction against an employee (reporting person) up to two years after 
the reporting or public disclosure is also presumed as abusive unless otherwise 
proven by the employer. The burden of proof falls under the employer rather than 
the employee (reporting person). 
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Organisations should then keep track and review the Portuguese Whistleblowing 
Law, which imposes additional requirements on retaliation on top of those of the 
Directive. 

Failure to comply with the Portuguese Whistleblowing Law may result in the 
following fines:

 ■ For very serious misdemeanours such as preventing the lodging of or 
following up on a complaint, retaliatory acts, failure to comply with the 
duty of confidentiality and the disclosure of false information, the following 
penalties can be imposed: fines of between €1,000 and €25,000 for 
individuals and between €10,000 and €250,000 for legal entities.  

 ■ For serious misdemeanours such as the failure to implement internal and 
external channels or to comply with the channels’ safeguards (independence, 
impartiality and absence of conflicts of interest), fines amount to between 
€500 and €12,500 for individuals as well as between €1,000 and €125,000 
for legal entities.

Are there any special whistleblowing rules in Portugal? 

In Portugal, there are special whistleblowing rules tailored to specific sectors, namely 
in financial services, market securities, prevention of money laundering and terrorist 
financing.  

In the area of financial services, the added value of whistleblower protection has 
been acknowledged in the prudential framework applicable to credit institutions 
and financial companies, as approved by Decree-Law 298/92, of 31 December, as 
amended (the “Portuguese Legal Framework of Credit Institutions and Financial 
Companies”). 

Credit institutions must organise internal whistleblowing channels safeguarding 
the reporting person’s confidentiality. The rules in question are aimed at infrin-
gement of the prudential duties as laid down in the Portuguese Legal Framework 
of Credit Institutions and Financial Companies. For internal auditors, risk managers 
or compliance officers, the Portuguese Legal Framework of Credit Institutions and 
Financial Companies also imposes a duty to internally report to the supervisory body 
in case of infringement of prudential obligations likely to place the credit institution 
in a financial imbalance situation. 

Credit institutions must submit an annual report to the Bank of Portugal (the 
supervisory authority) describing the internal whistleblowing channels and a 
summary of the reports received and the follow-ups given to the reporting persons.
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The Portuguese Securities Code (as approved by Decree-Law 486/99, of 13 November, 
as amended) also imposes financial intermediaries and collective investment firms to 
implement a whistleblowing system to report infringements, namely those related 
to the financial intermediation activity.  

In addition, “obliged entities” for the purposes of Portuguese anti-money laundering 
rules, as approved by Law 83/2017 of 18 August, as amended (the “Portuguese 
Anti-Money Laundering Law”) must establish specific, independent, and anonymous 
reporting channels that internally ensure, in an adequate manner, the receipt, 
processing and filing of reports of irregularities relating to anti-money laundering 
and terrorism financing and duties. 

The internal reporting channels must be proportional to the nature, size, and 
complexity of the activity of the obliged entity and ensure the confidentiality of the 
communications received and the protection of the personal data in compliance with 
the General Data Protection Regulation (GDPR). 

Obliged entities must refrain from retaliation acts against reporting persons. Such 
reports may not serve as grounds for initiating any disciplinary, civil or criminal 
proceedings against the reporting person unless the report is intentionally and 
manifestly unfounded.

Regarding competition rules (cartels and abuse of dominant position), the 
importance of insider reporting in detecting competition law infringements has also 
been recognised in the leniency rules pursued by the European Commission and the 
Portuguese Competition Authority.

The Portuguese Whistleblowing Law is applicable in respect of all matters not 
regulated under these sector-specific acts and complements them, so that they may 
be fully aligned with minimum standards. For instance, this takes into account the 
design of the internal and external reporting channels, the obligations of competent 
authorities, and the specific forms of protection of the reporting person against 
retaliation. 
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Are there any other critical whistleblowing laws in Portugal? 

In December 2021, a few days ahead of the publication of the Portuguese Whistle-
blowing Law, it was publicised by Decree-Law 109-E/2021 of 9 December, approving 
the general scheme for the prevention of corruption and creating a local supervisory 
authority - the Portuguese Anti-Corruption Authority (MENAC). 

Like the Portuguese Whistleblowing Law, Decree-Law 109-E/2021 is also critical 
in order to address whistleblowing matters. With similarities to the Portuguese 
Whistleblowing Law, Decree-Law 109-E/2021 obliges legal entities in the private 
and public sector with 50 or more employees to adopt and implement a compliance 
programme to prevent and detect corruption acts and related offences.  

A compliance programme must include minimum statutory instruments: (i) a whistle-
blowing channel for reporting corruption acts and related offences, (ii) a prevention 
plan of corruption-related risks, (iii) a code of conduct, and (iv) training programmes 
addressed to employees. These instruments, whose implementation must be 
ensured by a compliance officer, must be in place by 7 June 2022. However, failure 
to implement the compliance programme will only give rise to fines one year later, 
on 7 June 2023, and for medium-sized companies, two years later, on 7 June 2024. 

We anticipate that the convergence between whistleblowing and compliance will 
become closer in Portugal, where no whistleblowing culture exists. Companies' 
adoption of whistleblowing mechanisms was generally due to a desire to make their 
internal organisation fulfil mandatory requirements to primarily avoid fines rather 
than preventing and detecting the practice of crimes or other offences. Unlike in 
other countries, such as Spain, it was not necessarily the criminal liability of legal 
persons and the parallel emergence of a compliance approach that boosted the 
promotion of whistleblowing in the Portuguese legal system.  

Decree-Law 109-E/2021 seems to be seeking to change this approach and expressly 
relates whistleblowing to compliance while discussing its relevance to the evaluation 
and measurement of the criminal liability of legal persons. In this way, whistleblowing 
may be seen both as a mechanism to prevent the practice of crimes/offences by 
an organisation, as well as a (further) means to assess the existence and practical 
application of a compliance programme. Furthermore, it also allows a decision to 
be made on a possible criminal/administrative liability when a crime/offence is 
committed in the name of an organisation by those who represent it. 

Notwithstanding the above, the Portuguese legal system already included (and 
includes) the possibility of addressing internal and external reports of criminal and 
administrative offences and the public disclosure of such violations. 
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Any person who knows about a crime may report it to the Public Prosecutor's Office, 
which includes external reports made by an employee about criminal practices within 
their company. And in the case of public servants, a report is even mandatory.

The Portuguese Code of Criminal Procedure even allows the possibility of anonymous 
reports addressed to the Public Prosecutor's Office or the police. Under certain 
conditions, namely, when the report is accompanied by evidence of a crime, the 
anonymity of the report is not a reason to prevent the opening of an investigation. 
An anonymous report can be a suitable means of addressing a criminal offence and a 
starting point for a criminal investigation. 

In this regard, it should be noted that the Public Prosecutor's Office has an electronic 
channel on its website for anonymous reports. However, this channel does not inform 
the reporting person of the follow-up actions taken, leaving them without knowing 
whether their information had any practical effect.
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Romania
Transposition of Directive (EU) No 2019/1937

The Directive (EU) no. 2019/1937 on the protection of persons who report breaches 
of Union law ("EU Whistleblowing Directive") has been transposed in Romania 
through Law no. 361/2022 on the Protection of Whistleblowers in the Public Interest 
("Romanian Whistleblowing Law"), which entered into force on 22 December 2022. 
The transposition of the EU Whistleblowing Directive in Romania is aimed at creating 
a new and universal framework for the protection of whistleblowers and bringing 
the country into line with the new European standard.

The main content requirements

For the purpose of this transposition, it can be observed that the Romanian legislator 
has determined the scope of the law to include all the facts that consist of a violation 
of the law and provides a non-exhaustive list of European and Romanian legislation 
as a reference. In principle, the Romanian Whistleblowing Law follows the provisions 
of the EU Whistleblowing Directive and imposes the following:

 ■ The need to adopt an internal procedure with respect to the management of 
the whistleblowing process and responsible personnel 

 ■ Confidentiality of the case, the whistleblower, as well as the person 
investigated

 ■ Prohibition of retaliation measures against whistleblowers

 ■ Appointing an impartial person, department or third party to manage the 
whistleblowing process

 ■ The company must ensure compliance with the feedback deadline 
requirement to the whistleblower

 ■ Confirmation of receipt of the report within seven days and providing 
feedback on the subsequent actions taken within three months after the 
report was received, unless the information could jeopardize taking such 
measures
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Reporting channels

In terms of enforcement, the Romanian Whistleblowing Law provides for two forms 
of reporting, namely internal and external. Furthermore, the legislation includes the 
option to make anonymous reports. In this regard, even if the reports are submitted 
anonymously, the protection measures provided by the law will apply in the same 
manner to the whistleblowers.

Regarding the internal reporting channel, the general rule is that the obligation to 
set up internal reporting channels will apply to private legal entities with at least 50 
employees. 

As an exception, for small businesses with 50 to 249 employees, the Romanian 
Whistleblowing Law provides that the obligation to establish internal reporting 
channels is applicable from 17 December 2023. 

In addition, such entities will be allowed to use shared resources for the implemen-
tation of the reporting channel and for handling the necessary subsequent actions. 

However, the above exceptions will not apply if the activity of the company falls within 
the scope of a special law that provides specific requirements for the implemen-
tation of the whistleblowing framework. 

Regarding the external reporting channel, this is provided by the National Integrity 
Agency or, if there are special laws applying to certain domains, by the relevant 
authority for each domain. In the event that, according to the special laws, the 
competence to receive and carry out subsequent actions rests with the relevant 
authority for a particular domain, the reports received by the National Integrity 
Agency shall be immediately forwarded to the competent authority. Furthermore, in 
order to solve the reports, the National Integrity Agency will set up a warning service 
in the public interest with exclusive competences in the application of the measures 
imposed by the whistleblowing legislation.

The Romanian Whistleblowing Law also provides specific fines for companies that do 
not implement the legal requirements of the Romanian Whistleblowing Law or do 
not implement them sufficiently. Fines start at RON 2,000 (about EUR 400) and go up 
to RON 40,000 (about EUR 8,000) for the most serious infringements.
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Requirements for setting up a reporting system

On close examination of the specifications of the design of the case management 
system in companies (competencies, responsibilities, case processing and internal 
investigations), the Romanian Whistleblowing Law contains some specifications, but 
generally at a principle level. By way of example, the Romanian Whistleblowing Law 
provides that the procedures for internal reporting and subsequent actions involve 
the following:

 ■ The design, establishment and management of the manner in which 
reports are received in such a way as to protect the confidentiality of the 
whistleblower and any third party mentioned in the report and to prevent 
unauthorised staff from accessing it

 ■ The obligation to send the whistleblower the confirmation of the receipt of 
the report, within a maximum of seven working days from receipt

 ■ The designation of a person, department or third party with responsibilities 
for the receipt, registration, examination, subsequent action and settlement 
of reports, who acts impartially and independently in the performance of 
those duties

 ■ The diligent manner of carrying out the subsequent actions by the 
designated person with the obligation to inform the whistleblower about 
the status of the subsequent actions within three months of receiving the 
report, except when the disclosure of the information could jeopardise the 
subsequent actions

 ■ The obligation to provide clear and easily accessible information on external 
reporting procedures to the competent public authorities

 ■ The obligation to inform the whistleblower about the outcome of the report

All internal reports shall be recorded in a special electronic register as follows:

 ■ The entries will include the receipt date of the report, the name, surname 
and contact details of the whistleblower, the subject matter of the report 
and the outcome of the report

 ■ The information will be kept for five years. Afterwards, the reports should be 
destroyed and/or deleted.
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Protection of whistleblowers

The Romanian Whistleblowing Law provides for protection against dismissal for 
whistleblowers and other forms of retaliation, such as:

 ■ Suspension or modification of the individual employment contract or the 
employment relationship

 ■ Demotion or impediment of job promotion and professional development

 ■ Application of a disciplinary sanction

 ■ Coercion, intimidation, harassment or ostracism

 ■ Discrimination, creating another disadvantage or being subjected to unfair 
treatment

 ■ Refusal to convert a fixed-term employment contract into an indefinite term 
employment contract, if the worker had legitimate expectations that he or 
she would be offered a permanent job

 ■ The refusal to renew an employment contract for a certain period or the 
early termination of such a contract

 ■ Causing damage, including to the reputation of the person concerned (in 
particular on social media platforms) or financial loss, such as the loss of 
business opportunities or the loss of income

 ■ Inclusion in a negative list or database on the basis of a formal or informal 
sectoral or industry-level agreement which may imply that the person 
concerned will not find a job in that future sector or industry

Other relevant information 

The following section takes a closer look at data privacy and labour law regulations. 
The Romanian Whistleblowing Law does not impose additional requirements for 
whistleblowing systems. Moreover, according to the Romanian Whistleblowing 
Law, the establishment and operation of a whistleblowing system is not subject 
to a reporting requirement to any authority. However, the information has to be 
displayed on the webpage of the company and at the headquarters.

Regarding the data protection requirements, the Romanian Whistleblowing Law 
contains a general provision stating that the processing of personal data shall be 
performed with the observance of the applicable laws and that any data that is not 
necessary for the purpose of the processing shall be deleted immediately. 
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Regarding the labor law, a specification can be made on the participation rights of 
employee representative bodies (e.g. co-determination rights of the works council). 
The employee representative bodies must be consulted during the transposition of 
the internal reporting channel and of the reporting procedures at company level. It is 
also important to mention the requirements regarding group structures.  

Regarding the treatment of company group matters, the Romanian Whistleblowing 
Law does not contain provisions on the treatment of company group matters and 
there are no specific provisions in this respect.

Regarding the need for “independent processing” of the whistleblowing system 
and/or of the case management by the subsidiaries, the Romanian Whistleblowing 
Law also fails to provide specific provisions in this respect.

Moreover, the Romanian Whistleblowing Law does not impose specific restrictions 
on consulting or law firms with respect to managing the "independent processing". In 
this regard, the consulting or law firms would be allowed to provide whistleblowing 
related services.
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Slovakia
Implementation status

Despite EU Member States being obliged to bring laws, regulations and administrative 
provisions to comply with the EU Whistleblowing Directive into national legislation by 
17 December 2021, Slovakia still has not fully implemented the necessary measures.

Whistleblowing in Slovakia before the Directive

The Slovak Republic has already established a whistleblower protection system 
on the basis of Whistleblowing Act No. 54/2019 Coll on the protection of persons 
reporting anti-social activities (the “Whistleblowing Act”) which has replaced the 
previous and first whistleblowing Act on certain measures relating to the notification 
of anti-social activities from 2014 which became effective in 2015.

For a whistleblowing report, the Whistleblowing Act takes an indication of facts into 
account of which the person in question has become aware of in connection with his 
or her occupation, position, function or in relation to an activity in the public interest 
involving anti-social activities. Formally, the latter were understood as all crimes, 
offenses, administrative breaches and actions negatively affecting society.

The Whistleblowing Act which already took effect in March 2019 already contains 
and imposes statutory obligations on organisations with at least 50 employees and 
on entities that are public authorities with at least five employees:

 ■ To implement internal reporting channels

 ■ To determine the so-called designated person who is responsible for 
receiving, investigating and following-up on reports on behalf of the 
employer

 ■ To adopt internal guidelines on whistleblowing specifying the details 
on receiving reports, the investigation of reports, follow-ups within the 
statutory time periods, the duty of confidentiality on the identity of the 
whistleblower, processing of personal data, record keeping of the reports, 
and the prohibition of retaliation

The Whistleblowing Act also formally established the Whistleblowing Protection 
Office in 2019 which acts as the competent whistleblowing authority and the 
external reporting channel within the scope of the EU Directive.
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The Whistleblowing Protection Office started operating on 01 September 2021 due 
to the statutory limitations and complicated process of appointing the first chairman 
of the Office responsible for its actual establishment and organizational structure.

The Whistleblowing Protection Office:

 ■ Provides legal advice and assistance to whistleblowers who are defined 
under the Whistleblowing Act as a natural person who has made a 
whistleblowing report in good faith.

 ■ Monitors the employers' compliance with the Whistleblowing Act.

 ■ Is also responsible for deciding on and providing protection for 
whistleblowers against retaliation measures of their employers (such 
as targeted termination of employment after the employee has made a 
whistleblowing report or a reduction in wages that is related to such a 
report) by eliminating the effectiveness of such a retaliation measure. Of 
course, the employer is entitled to prove there is no causal link between the 
whistleblowing report and the act which is assumed to be retaliatory.

Implementation and changes to the Whistleblowing Act

Following the above, it appears the Whistleblowing Act broadly coincides with the 
obligations of the Directive. It is therefore expected that the implementation of 
the EU Whistleblowing Directive in form of an amendment to the Whistleblowing 
Act shall only further clarify certain provisions of the Whistleblowing Act. The initial 
proposal of the amendment:

 ■ Extends the number entities required to implement internal reporting 
channels to employers who provide financial services, transport safety 
services or environmental services, notwithstanding the number of their 
employees.

 ■ Extends the statutory scope of the internal guidelines on whistleblowing 
adopted by these entities.

 ■ Introduces a statutory 7-day period for the employers to confirm the receipt 
of the whistleblowing report.

 ■ Extends the circle of individuals falling under the scope of the 
whistleblowing protection also to those performing activity as a 
self-employed person, a graduate practice, exercise of rights related to 
participation, administration or management in a legal organisation, the 
activity of a person performing the function of a member of a body of a 
legal entity, voluntary activity, professional practice, the exercise of rights 
and obligations arising from a contract the subject of which is the supply of 
goods, the performance of construction work or the provision of a service or 
other similar activity.
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Current shortcomings

The evaluation of the inter-ministerial comment procedure on the initial proposal of 
the amendment to the Whistleblowing Act is taking almost half a year. The proposed 
amendment has not been submitted to the National Council yet despite it being 
expected to become officially effective on 1 May 2022.

The first proposal of the amendment to the Whistleblowing Act has been prepared 
and submitted to the legislative procedure by the Government Office. It appears the 
initial proposal was made without the significant and expected assistance from the 
Whistleblowers Protection Office which alone submitted 27 significant comments 
on the initial proposal within the inter-ministerial comment procedure out of 99 
comments in total.

That may be due to the initial proposal of the amendment containing several disputed 
limitations and provisions which must be further addressed, such as:

 ■ Limitation of operations of the designated person which can represent 
several entities or employers, either in an intra group or even externally, only 
in case each of the entities does not have more than 250 employees.

 ■ The currently effective Whistleblowing Act allows the use of group-wide 
reporting systems notwithstanding the number of employees in each entity 
until the statutory obligations such as the confidentiality of the identity of 
the whistleblower and independence of the designated person would be 
adhered to by employers acting through the so-called designated person 
who is responsible for receiving, investigating and following-up on the 
reports on behalf of the employer.

 ■ Increase in the penalties for employers in the event of breaches of the 
obligation to establish an internal system for the screening and investigation 
of notifications of anti-social activity or to keep a register of individual 
notifications, up to a maximum of EUR 500,000. For employers who commit 
a misdemeanour in the form of retaliatory measures, for example by 
breaching the obligation to maintain confidentiality of the whistleblower or 
by attempting to prevent the filing of reports, the Office proposes to newly 
impose fines of up to EUR 30,000.
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Compared to the current penalties of up to a maximum of EUR 20,000, or EUR 2,000 
for misdemeanours, the proposed increased penalties may seem almost draconian, 
especially in the current situation and condition of some employers.

At this point, all relevant parties such as employers, public authorities and the legal 
community are eagerly awaiting the outcome of the legislative process on the 
amendment of the Whistleblowing Act by which the EU Whistleblowing Directive 
shall be transposed.
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Slovenia
As was the case across most of the European Union, Slovenia failed in its efforts to 
transpose the EU Whistleblowing Directive by the original 17 December 2021 dead-
line. Slovenia was among 24 of the 27 EU member states that received notification 
that the European Commission had launched infringement proceedings due to the 
delayed implementation process. There was progress at the beginning of 2023, 
however, when Ljubljana finally passed new legislation protecting whistleblowers. 

Background and previous protection

Prior to the transposition of the EU Directive in early 2023, existing protection for 
whistleblowers was limited in Slovenia. Article 6 of the Employment Relationships 
Act prohibited retaliatory measures against workers while Article 25 of the Integrity 
and Prevention of Corruption Act stipulated that reporting persons could be entitled 
to compensation if their employer had unlawfully caused damage as a consequence 
of them filing a report. 

The latter applied to any person who reported instances of corruption in a state body 
or local community, in an organisation vested with a public authority or by other 
legal persons governed by public or private law. The whistleblower had the right 
to choose whether he or she should be notified of any measures or action taken, 
a provision that did not encroach on his or her right to inform the public of the 
corruption in question (if deemed necessary). If someone had reasonable grounds 
to believe that they had been requested to engage in illegal or unethical conduct, or 
had been subject to psychological or physical violence, that could be reported to a 
superior or relevant authorised person.

Slovenia’s new Whistleblower Protection Act now considerably broadens the 
country’s levels of protection for whistleblowers and brings it in line with universal 
European standards. Notably, it actually goes a step beyond the EU Directive as it 
takes all violations into account rather than just violations of EU law. 
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The key changes under the new law 

After a series of draft proposals were circulated, the final iteration of Slovenia’s new 
Whistleblower Protection Act was passed on January 27 2023 and it came into force 
on 22 February 2023. Under the new legislation, private entities with at least 250 
employees must establish internal reporting channels within 90 days of the Act’s 
entry into force – by 23 May 2023. All other organisations with at least 50 employees 
are obliged to follow suit by 17 December 2023. 

The new law specifies that whistleblowers can disclose information about a violation 
in a work-related context through internal and external reporting channels. Internal 
reports are processed by an internally-appointed trustee who must be employed by 
the relevant company. Entities must publish the number of reports received annually 
to the Slovenian Commission for the Prevention of Corruption. 

When violations cannot be addressed through internal reporting channels, the 
whistleblower can avail of the external reporting channel if he or she believes that 
there is a risk of retaliation. 22 different state institutions in Slovenia are entrusted 
with handling external reports including the above-mentioned Slovenian Commission 
for the Prevention of Corruption as well as the Slovenian Securities Market Agency, 
the Bank of Slovenia and the Slovenian Insurance Supervision Agency, among others. 
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Retaliation and sanctions

The new Act expressly forbids all acts of retaliation against whistleblowers such 
as termination, suspension, unwarranted transfer, bullying or the initiation of 
disciplinary proceedings. In the event retaliation does occur, whistleblowers are 
entitled to judicial protection, free legal aid and access to counselling services.

When it comes to the consequences for organisations breaking the law, offences are 
divided into three categories: 

Systematic: Breach of the obligation to establish an internal reporting channel, 
appoint a trustee or facilitate external reporting

Minor: Disclosure of the whistleblower’s identity

Serious: Acts of retaliation have taken place.  

Serious offences can see financial sanctions of up to €60,000 levied on companies 
while individuals found to be responsible can be punished with fines of between 
€300 and €2,500. 

Conclusion

Slovenia’s much delayed transposition made it the 19th EU member state to enshrine 
the Directive’s requirements in national law. The country’s opposition Democrats 
(SDS) have criticised the new legislation for being too broad and imposing additional 
obligations on companies. They had suggested that the new rules should only initially 
apply to the public sector before being rolled out to private sector entities after an 
assessment. 

The new Act was passed with 52 votes in favour and 23 against which means that 
2,500 organisations across both the public and private sectors in Slovenia are going 
to have to take steps to ensure compliance. 
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Spain
The vast majority of EU member states failed to transpose the EU Whistleblowing 
Directive into national law ahead of the 17 December 2021 deadline. Spain was 
among them, and it lacked a specific national law regulating whistleblowing with 
existing protection considered limited. While some local legislation had been 
passed in autonomous regions’ parliaments that covered aspects of whistleblowing 
protection, there was universal protection standard in Spain. As in other countries, 
certain sectors did have their own limited provisions when it came to shielding those 
speaking out.  

Progress on getting the Directive transposed was slow and the government 
finally approved draft legislation on 13 September 2022 which translated to “the 
law regulating persons who report regulatory violations and the fight against 
corruption”. While the draft was broadly welcomed, it was criticised and a number of 
amendments were suggested. 

The draft made progress in parliament in December 2022 and the European 
Commission launched infringement proceedings against Madrid for the overdue 
transposition in February 2023. On 21 February 2023, however, Law 2/2023 on the 
protection of persons who report breaches of law and on combatting corruption was 
published in Spain’s Official State Gazette and the Directive was finally implemented. 

Previous legal landscape and limited protection by sector  

With regard to Spain’s legal landscape before the transposition of the EU Directive, 
there was a provision for whistleblowing in Law 10/2010 on the prevention of money 
laundering and terrorist financing whereby employees, managers or agents were able 
to report information on breaches of law or wrongdoing. Reporting could be done 
anonymously while available channels were standalone or integrated into existing 
systems. Entities affected by the law had to comply with data protection regulations 
while ensuring that all whistleblowers were protected against retaliation, discrimi-
nation or any other unfair treatment.  

Legislation affecting public procurement in Spain provided another important 
example. Article 64 of Law 9/2017 on Public Sector Contracts stated that contracting 
authorities utilise all measures to combat fraud, favouritism, and corruption while 
preventing, detecting and effectively solving conflicts of interest arising from 
tendering procedures. Aimed at upholding transparency and the equal treatment 
of all tenderers, this law encouraged affected parties to establish compliance 
programmes and internal reporting channels.  
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Article 31 bis of Spain’s Criminal Code allowed for legal entities to be exempted from 
liability if the Board of Directors adopted or effectively implemented organisational 
and management models with suitable control measures to prevent wrongdoing. 
While there was an obligation to report possible risks and non-compliance to the 
body responsible for oversight, there was no express requirement to establish a 
whistleblowing channel. While such a move could have resulted in an exemption 
from liability, no protection was provided for the whistleblower.  

Royal Decree-Law 6/2019 on urgent measures guaranteeing equal treatment and 
opportunities for women and men in employment and occupation also required 
employers to establish procedures for the prevention of harassment. As such, 
adequate reporting channels had to be provided. 

Earlier legislation in autonomous communities 

Given the lack of comprehensive legislation at national level before the Directive 
was transposed, several autonomous communities in Spain took it upon themselves 
to introduce their own protection laws for whistleblowers. For example, corruption 
within the public administration could be divulged in the regions of the Balearic 
Islands and Valencia.  

In Castilla y León, Law 2/2016 established special guarantees for informants. The 
types of wrongdoing that could be exposed included bribery, influence peddling, 
abuse in the exercise of the function of public officials and embezzlement. A further 
notable example at local level was Law 5/2017 in Aragon on Integrity and Public 
Ethics.  

Notably, there was no overarching body or authority appointed to receive and 
investigate disclosures made by whistleblowers. In Castilla y León, they were made 
to the General Inspection of Services or the regional Ombudsman. For the Balearic 
Islands and Valencia, they were addressed to regional agencies. 
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The road to the EU Whistleblowing Directive

Over the past decade and a half, a slew of high-profile whistleblowing cases in 
political and military circles in Spain have caused disquiet. These events, coupled with 
the fragmented, limited and confusing nature of existing legislation led to amplified 
calls for change. That has now been achieved through the transposition of the EU 
Whistleblowing Directive which brings an end to Spain’s perplexing legal situation 
and brings the country in line with European standards.  

As in many other countries, Spain’s road to implementation was anything but smooth. 
Political party Ciudadanos brought a transposition proposal forward in the middle 
of 2020 which made it onto the legislative agenda. Spain’s Congress subsequently 
voted against it, a move that was welcomed by NGOs who claimed the minimum 
standards of the Directive would not be fulfilled.  

Despite a number of legislative alternatives emerging from that proposal, Spain 
failed to transpose the Directive into national law by the deadline in late 2021. Media 
reports criticised the process and claimed that the ministry of justice had not been 
transparent with the actions it took to produce a draft bill. This is in relation to several 
NGOs making a request for information in late November 2021 which was refused.  

Progress was made in early 2022 and the Council of Ministers approved a preliminary 
draft for the transposition of the Directive on 04 March. After several months of 
revision, Minister of Justice Pilar Llop approved the draft bill, paving the way for the 
biggest changes in whistleblower protection in Spanish history.  

After a number of amendments were suggested, the draft made its way through 
parliament towards the end of 2022 before the Senate finally gave the law the green 
light in February 2023. That brought the protracted transposition process to an end 
and made Spain the 18th EU member state to adopt the Directive. 

The new law entered into force on March 13, 2023, obliging organisations to observe 
the following: 

 ■ Administrations, organisations and entities obliged to establish internal 
reporting systems must do so within a maximum period of three months at 
the latest from the law’s entry into force. 

 ■ By way of exception, in the case of legal entities in the private sector with 
less than 249 employees as well as municipalities with less than 10,000 
inhabitants, the period provided for in the preceding paragraph shall be 
extended to 01 December 2023.  

 ■ The external reporting channels and procedures shall be governed by their 
specific regulations and the provisions of this Act shall be applicable in those 
aspects in which they do not comply with the Directive (EU) 2019/1937 of 
the European Parliament and of the Council of 23 October 2019. Such an 
adaptation must be carried out within six months of its entry into force.
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 Key aspects of Spain’s new law

The legislation extends protection to volunteers, trainees, individuals in the hiring 
phase, individuals assisting the whistleblower and personal contacts of the whistle-
blower who may suffer retaliation. It protects person(s) reporting breaches of EU 
law as well as serious criminal and administrative offences under Spanish law. In 
summary, the key aspects of Spain’s new law are as follows:  

 ■ Implementation of internal whistleblowing systems for public 
administrations and natural or legal entities in the private sector with 50 or 
more employees 

 ■ Establishment of systems to ensure confidentiality, follow-up, investigation 
and protection of the whistleblower 

 ■ Anonymous reporting is allowed, and the whistleblowing system must 
contain the necessary mechanisms to make this possible 

 ■ Internal reporting channel must allow complaints to be made verbally or in 
writing 

 ■ Designation of a system manager to ensure the proper functionality of the 
system  

 ■ Provision of information on internal and external channels 

 ■ Protection of personal data 

Companies must confirm the receipt of communication from the whistleblower 
within seven working days while a response about the investigation process must be 
provided after three months. This can be extended for a further three-month period 
if the complaint is complex. Any personal data collected during the process can be 
stored for a maximum period of three months. If further action is required, it can be 
retained for a longer period. 

While companies operating with a certain employee threshold must establish internal 
reporting channels, several sectors have to do so irrespective of staff numbers 
and they include certain legal positions within finance, entities with an obligation 
to prevent money laundering or terrorist financing, transport and environmental 
security, trade unions and all political parties. 

The group-wide sharing of whistleblowing systems, especially among large 
companies, was a major point of contention regarding the EU Whistleblowing 
Directive. Spain’s new legislation allows private sector entities with between 50 and 
249 workers to share internal reporting channels and the resources to process them, 
though specific references to larger organisations are absent.
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Protection against retaliation and sanctions 

The new law expressly prohibits retaliation or reprisals against whistleblowers and 
any related third parties. It sets out a number of different cases that can fall into that 
bracket: 

 ■ Discrimination and unfavourable/unfair treatment 

 ■ Blacklisting 

 ■ Negative evaluation/references/feedback 

 ■ Suspension of contract or dismissal 

 ■ Denial or cancellation of licenses/permits 

 ■ Economic damage or loss 

The new measures do not take into account reports linked to complaints about 
interpersonal conflicts or information that is already known or that exists in the 
public realm. Information that is considered hearsay is also disregarded as it lacks 
credibility. If the whistleblower has participated in the commission of the offence, he 
or she may be considered exempt from sanction if they have ceased committing the 
offence, cooperated with the investigation, provided truthful information or made 
a reparation in the case damage was caused. The relevant authority may impose 
sanctions on the whistleblower if these requirements are not met in full.  

For offending organisations, infringements fall into three categories: minor, serious 
and very serious. Financial penalties range from €1,000 to €300,000 for offences 
committed by natural persons and they can be as high as €1 million for legal persons. 
Violations falling into the serious bracket can result in a public reprimand or a ban 
on tax benefits for up to four years. The authorities can also impose a ban on public 
sector contracting for a maximum three-year period. Penalties amounting to between 
€600,001 and €1,000,000 can also be published in the Official State Gazette. 

Summary 

Despite sparse protections under existing legislation and a bumpy road towards 
the final implementation of the EU Directive, Spain’s whistleblowers can now look 
forward to a bright future. Thanks for Madrid’s comprehensive new protection 
legislation, the country has brought an end to an outdated, fragmented and 
ineffective regional framework while bringing the legal situation into line with the 
new universal European standard.  
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Sweden
Transposition and background situation

Compared to the rest of Europe, Sweden was quick out of the starting blocks when 
it came to transposing the EU Whistleblowing Directive. While the vast majority 
of EU Member States missed the implementation deadline, Sweden managed to 
transpose the legislation in good time, becoming the second country to do so after 
Denmark. The implementation of the EU Whistleblowing Directive was approved 
in late September 2021, and the new Swedish Whistleblowing Act came into force 
on December 17, 2021. Swedish companies had to implement internal reporting 
channels by July 17, 2022.  

Sweden was among a cluster of EU Member States boasting comprehensive existing 
whistleblower protection legislation before the Directive was adopted. The Whistle-
blowing Act (SFS 2016:749) came into force in early 2017 and it allowed Swedish 
employees to report cases of suspected wrongdoing such as corruption and misuse 
of public funds while remaining shielded from retaliation. However, the law was 
criticised for its shortcomings as whistleblowers could be exposed through internal 
reporting and subsequent disclosures to regulators. The new regulation regarding 
whistleblowing that was implemented in Sweden as a result of the EU Whistle-
blowing Directive differs from the previous one by introducing specific channels for 
reporting misconduct and by ensuring that the identity of the whistleblower shall be 
covered by confidentiality. 

The fact that the existing legislation had no clause guaranteeing anonymity and 
confidentiality was a major flaw which was addressed by the EU Whistleblowing 
Directive. As a result, Sweden had a keen interest in transposing the new EU-wide 
legislation, both to remedy existing shortcomings and to bring Sweden in line with 
the latest European standard. 
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The road to the EU Whistleblowing Directive and the  

key differences

In May 2019, the Swedish government launched an inquiry commission which set 
out how to transpose the Directive. In June of the following year, an 802-page 
committee report was published which contained proposals for the transposition 
of the EU Directive and the replacement of the country’s existing whistleblowing 
protection legislation.  

The public consultation on the draft law ended in November 2020 and the bill entered 
Swedish parliament in May 2021. It was approved in September of that year before 
coming into effect in December. Since its implementation, the new Swedish Whistle-
blowing Act (SFS 2021:890) has made it mandatory for private and public employers 
to establish procedures that comply with the new act. 

Not only did the new Swedish bill transpose the EU Whistleblowing Directive into 
national law, it also went beyond the minimum standards required. Protection for 
people reporting misconduct in the workplace was enhanced and extended further 
to individuals beyond the whistleblower. That included those providing him or her 
with assistance or legal entities owned by the whistleblower. 

What is the material scope of the Swedish implementation? 

The Swedish implementation has a wide material scope. Compared to the old 
Swedish Whistleblowing Act, the new act applies to all reports by an employee, 
former employee, and employees under recruitment in the workspace, regarding 
information about misconduct, given that there is a public interest in its disclosure. 
These situations go beyond the EU Directive and are called the “general reports”. 
The intention is that all serious misconduct covered by the former Whistleblowing 
Act should be covered, i.e., offences with imprisonment in the scale of penalties or 
comparable abuses. However, even serious, non-criminal offences could be covered, 
provided there is a public interest. In general, there is no public interest in a company 
not following its internal guidelines. However, an individual assessment must be 
made of each misconduct.

The scope of the new Swedish Whistleblowing Act further covers all reports in the 
workplace where negligence or actions are contrary to Union law, Swedish legislation 
implementing Union law or actions or negligence detrimental to the purpose of 
Union law. 
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The new Swedish Whistleblowing Act is not applicable on reports within the area 
of national security or safety classified information. It may cause difficulties for a 
whistleblower assessing whether a misconduct is covered by the material scope of 
the new Swedish Whistleblowing Act. Employers must take support measures by 
giving information and advice that may facilitate the assessments of the compliance 
with the material scope. 

Anonymity 

When implementing the Directive, Sweden decided not to include anonymity explicitly 
in the new Swedish Whistleblowing Act. This may be identified as a shortcoming, 
as employees who report misconduct likely do not want their employers to further 
investigate the whistleblower’s identity. However, as Swedish law does not require 
employers to investigate internal reporters, it is possible to stay anonymous.   

Further, the whistleblower may lean back on the strict confidentiality obligations. 
The responsible unit shall not disclose the identity of the whistleblower, or any other 
person involved in the case, provided that their consent has not been obtained.  

Joint whistleblower channels

The new Swedish Whistleblowing Act has implemented the possibility for private 
operators with 50 to 249 employees each to adopt joint internal whistleblower 
reporting channels and procedures. However, the requirement to investigate a 
reported misconduct may involve contact with the reporting person, for example, 
to ask supplementary questions. Therefore, Sweden decided to limit the possibility 
of introducing a joint channel to the receipt of reports and the investigation of the 
reported conditions. This excludes engaging in contact with the reporting person 
from the joint channels. 

Other Swedish laws protecting whistleblowers 

The new Swedish Whistleblowing Act further expands public employees’ protection 
of reporting. The freedom of communication in Sweden confers a constitutional right 
for public employees to provide any information and data available to the media for 
publication, in addition to the reporting protection under the new Swedish Whistle-
blowing Act. In the context of freedom of communication, public employees have 
a higher level of protection than private companies since they also have protection 
against retaliation. 

Furthermore, employees of companies in the financial sector that are covered by 
the Swedish Act against Money Laundering and Terrorist Financing (SFS 2017:630) 
have a protection against retaliation in relation to reports of those companies’ 
non-compliance with that act. The Swedish Act on Trade Secrets (SFS 2018:558) also 
provides a degree of protection for, inter alia, employees who divulge trade secrets 
to reveal misconduct. 
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Processing of personal data 

All processing of personal data should be in accordance with GDPR. Only the internal 
unit that is responsible for whistleblowing procedures is allowed to provide feedback 
on reports and may have access to personal data processed in a follow-up case. 
Access to personal data shall be limited to the needs of each person to carry out its 
tasks. The new Swedish Whistleblowing Act states that personal data in a follow-up 
case may not be processed for longer than two years after the closure of the case.

The key aspects of the new Swedish Whistleblowing Act:

 ■ Internal reporting channels in companies with at least 50 employees must 
be provided for the employees, former employees about wrongdoing during 
their employment, employees under recruitment, voluntary workers, interns, 
subcontractors, entrepreneurs, board members and shareholder,

 ■ A company must take steps to inform staff about its whistleblowing 
channels,

 ■ Employees have the possibility to report wrongdoing in written and oral 
formats,

 ■ Confirmation of a report must be provided to the whistleblower within 
seven days while feedback must be given within three months,

 ■ Personal information can be collected when necessary (but this is only 
available to the responsible unit) and stored for a maximum of two years 
while personal information irrelevant to the case needs to be removed 
immediately,

 ■ All complainants are afforded protection coverage regardless of the type of 
wrongdoing,

 ■ A strong confidentiality requirement regarding the whistleblower’s identity,

 ■ Protection against reprisals aimed at persons who aid the whistleblower, as 
well as persons with connection to the whistleblower or legal entities owned 
by the whistleblower or otherwise connected to the whistleblower in a work,

 ■ Damages and compensation can be provided to all persons affected,

 ■ All municipalities are affected by the new legislation, even if their population 
is lower than 10,000 inhabitants, and

 ■ A regulatory authority may decide the necessary injunctions for the 
employer to fulfil its obligation or for the employer to fulfil the requirements 
of the internal reporting channels and the reporting and feedback. Such 
injunctions may be accompanied by a periodic penalty payment.
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Summary

Sweden is an excellent example of a country that acted early to protect its whistle-
blowers regardless of the EU Whistleblowing Directive. When the European 
legislation was adopted, Sweden saw it as a chance to correct the deficiencies in 
its own law. The transposition process was praised by Transparency International 
for its transparency and inclusive process, particularly the speed at which it was  
conducted. Swedish Employment Minister Eva Nordmark commented on just how 
serious Sweden’s commitment to whistleblower protection is, remarking that 
“people should not have to fear dismissal or being locked in a freezer for reporting 
wrongdoing in their workplace”, adding that “we should not have silent workplaces 
where problems are swept under the carpet”. 
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A look across the  
EU border: Local  
whistleblowing  
legislation in  
Switzerland and the 
United Kingdom
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Switzerland
The significance of the EU Whistleblowing Directive for  

organisations in Switzerland 

If Swiss companies have branches in the European Union with 50 or more employees 
or subsidiaries that are subject to EU law, they are obliged to establish internal 
reporting channels under the EU Whistleblowing Directive. When implementing 
these measures, the minimum requirements of the Directive must be met. 
Corresponding Swiss companies therefore need to examine when they are subject to 
the rules of the Directive and initiate appropriate measures if necessary. If they fulfil 
those obligations, the next challenge has to be met. Since the EU legislation applies 
to certain branches within the EU and not to locations in Switzerland, standards of 
protection within the company as a whole tend to differ. However, it makes sense 
to establish a single company-wide standard and provide employees in Switzerland 
with an internal whistleblowing system and to remove any fears regarding reprisals. 

Swiss companies that establish internal reporting channels based on the EU Directive 
and ensure adequate protection for whistleblowers can act as a role model for Swiss 
organisations that are not impacted by the legislation. Although there is no whistle-
blower legislation in Switzerland under private law, it is highly recommended that 
companies implement a modern whistleblower system and to ensure anybody 
reporting wrongdoing is afforded adequate protection. In this way, companies in 
Switzerland can demonstrate good governance, uncover wrongdoing and control 
deficiencies at an early stage. This helps minimise financial damage and embeds an 
open and trust-based corporate culture within an organisation. 

Current whistleblowing legal situation in Switzerland 

When assessing the current legal situation in Switzerland, a distinction has to be 
made between private and public sectors.

In the private sector, there is no explicit whistleblowing law and no specific whistle-
blowing regulations. Like the European Union, Switzerland has been working 
intensively on the introduction of legal provisions for whistleblowing protection 
over the last 12 years. In 2008, the Federal Council first sent a partial revision of the 
Code of Obligations in connection with a legal requirement for whistleblowing in 
the workplace for consultation. A year later, the Federal Council took note of the 
results of the consultation and had the FDJP draft another consultation bill. In 2010, 
it sent a second partial revision for consultation and this was rejected by Parliament 
in 2013. In 2015, Parliament called on the Federal Council to draft a new and more 
easily understandable bill. However, the draft submitted in 2018 also failed to find 
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a majority in parliament in June 2019. Subsequently, in the spring session of 2020, 
the National Council once again submitted a draft law for increased whistleblower 
protection, which was again rejected. 

The legislative history makes it unlikely that there will be codified provisions for the 
enhanced protection of whistleblowers in Swiss law over the coming years. However, 
it can be said that whistleblowers and those impacted by a whistleblower do not 
lack protection in Switzerland and their interests are covered by some existing legal 
frameworks. In particular, the general provisions of the law, particularly labour, data 
protection and criminal law, play a role. Due to the thematic scope, the legal basis 
from the perspective of labour law is briefly outlined below.

Swiss courts always decide on a case-by-case basis whether a report was justified 
or not. According to case law and doctrine, a dismissal based on a justified report 
is considered abusive (Art. 336 CO) which means that the person in question must 
be paid compensation equal to a maximum of six months wages (Art. 336a CO). 
However, such a monetary payment offers little protection as those affected still 
lose their job, reputation and professional livelihood. They may also suffer other 
retaliatory measures such as workplace bullying. 

A possible compensation measure for an abusive dismissal requires that the 
whistleblower acted in good faith and that there was a clear clausal link between 
the termination and the whistleblowing. Providing this proof can sometimes be 
challenging in practice. 

Another legally regulated protection is the employer’s duty of care (Art. 328 CO). 
Employees must be protected by their employers when reporting a justified grievance 
due to the duty of care. It is the employer’s entitlement to protect the personal rights 
as well as the interests of the whistleblower. In addition, the employer must ensure 
that there is protection against retaliatory measures such as bullying or demotion 
while such actions must be refrained from. 
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In the public sector, some cantons already have provisions in their cantonal consti-
tutions or personnel laws to protect whistleblowers, and in some cases the procedures 
are also regulated. For example, the canton of Zurich has had an ombudsman’s 
office in place since 27 February 2005, which is regulated in Art. 81 of the cantonal 
constitution. This is intended to protect employees and private individuals in their 
relations with the canton. In the federal administration, whistleblowers enjoy special 
protection under both articles 22a and 34c lit. A of the Federal Personnel Act. Article 
22a regulates the duty to report, the right to report and the protection of whistle-
blowers. However, employees are also subject to the obligation to report all crimes 
or offences that they became aware of over the course of their professional activity 
to the prosecution authorities, their superior or the Swiss Federal Audit Office. 
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United Kingdom
How does the EU Whistleblowing Directive affect UK companies?  

UK employers should not have a false sense of security that the Whistleblowing 
Directive (the "Directive") will not apply to them following Brexit.  Although, following 
Brexit, the UK has no legal obligation to transpose the EU Whistleblowing Directive 
into English law, it is likely to apply if the UK business operates in mainland Europe. 
The exact position will depend on the final wording of the legislation transposed by 
the member state in which the UK business operates.

The Directive imposes obligations on employers who "operate" within the EU. This 
means that, even if a UK employer does not maintain an EU-registered entity, the 
precise wording of a member state's implementation legislation may put a UK 
employer within the scope of the Directive. This will be the case if the UK corporate 
either engages workers at an EU branch of its business or works for it in the EU. The 
scope of the Directive may therefore impact on UK businesses operating in mainland 
Europe.

Prior to the introduction of the Whistleblowing Directive, the UK was one of 10 
member states providing detailed whistleblowing legislation. The perception was that 
the UK had one of the most advanced legal frameworks protecting whistleblowers 
in mainland Europe.  There is currently no suggestion that the UK Government will 
amend the current legal regime to mirror the principles established by the Directive.

There are some key differences between the Directive and the current legal 
framework that protects whistleblowers in the UK.  The UK’s legal framework focuses 
on who is protected and what they are protected from, whereas there are various 
procedural requirements relevant to how employers must operate whistleblowing 
arrangements prescribed by the Directive.

For UK businesses that are obliged to comply with the Directive, there are the 
following four key points required by the Directive that are not a requirement of UK 
law:

Reporting channels – the Directive requires employers to have internal channels in 
place that allow workers to make reports.

Confidentiality – the identity of the whistleblower must not be disclosed to anyone 
other than those staff specifically authorised to deal with the report without the 
explicit consent of the whistleblower.  
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Feedback – the Directive imposes an obligation to investigate concerns to provide 
feedback to a whistleblower.  Under the Directive, employers must acknowledge 
receipt of a whistleblowing report within seven days and provide feedback within 
a reasonable timeframe not exceeding three months from acknowledgement of 
receipt of the report.

Record keeping - the Directive requires employers to keep records of every report in 
line with data protection requirements.    This means that they should be kept for no 
longer than needed and records should be proportionate.

UK companies with a presence in mainland Europe may want to introduce a single 
global approach to whistleblowing.  This would require the business to adapt the 
Directive's requirements as a matter of best practice.

How do UK companies need to respond? 

If a UK company does fall within the remit of the Directive, it will face a number 
of challenges in applying the new regime.   A key issue is that the Directive sets a 
common framework of minimum standards, but each member state has discretion 
to move away from and "gold plate" those standards. This means that UK employers 
operating in mainland Europe will be required to implement a patchwork of new 
rules.

A key consideration is whether to apply a single framework across Europe. Organi-
sations should carefully assess the framework that applies in each country where 
they operate, to understand whether that framework has been gold plated and the 
cost implication of complying with the highest standard across all the countries they 
operate in.  The question is whether companies are prepared to comply with the 
rules from the jurisdiction that gives the highest level of protection in every country 
in which they operate.   

If corporates are going to set up a revised whistleblowing framework, they will need 
to liaise with social partners and trade unions to do so. Early engagement will be key 
to this. It is important to gain the confidence of staff, and proper engagement with 
trade unions and works councils is an important step to achieve this.

For some UK businesses, the Directive's requirements may not be too different 
from the enhanced whistleblowing regime that their regulators require them to 
implement. For example, UK financial services firms have enhanced obligations to 
use reporting channels to protect the confidentiality of whistleblowers, provide 
feedback, and keep records of how reports are dealt with. The company may also 
need to set up an internal reporting channel.   For these companies working in 
regulated sectors, even if a decision is taken to harmonise terms across Europe, it 
will be an easier task than those working in non-regulated sectors to ensure that 
common standards apply across all group companies.
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Another point that companies will need to consider is setting up an internal reporting 
channel.  From 17 December 2021, every company, public and private, with over 250 
workers must set up whistleblowing reporting channels and procedures for reporting 
and following-up of reports. This applies to group and individual companies, whether 
or not a whistleblowing system already exists group-wide. The internal reporting 
channels and procedures must be secure and maintain the confidentiality of the 
whistleblower.  From 17 December 2023, this provision will apply to those with more 
than 50 workers.   

Organisations can use an external provider for technological support in setting up 
an internal helpline. A big concern for businesses is whether they can use the same 
reporting and investigation system across all parts of their group; perhaps with 
reports being made to the parent organisation.   Businesses should be cautious in 
taking this approach. Local implementation legislation is likely to require corporates 
to establish systems in each country where they operate at a local corporate level.  
Advice needs to be taken before finalising the approach.

All whistleblowers should be protected from detrimental treatment irrespective 
of the number of workers in a business. Corporates must train their staff about 
the importance of coming forward without fear of reprisals. Managers need to be 
trained about their obligations and how to escalate reports internally.

What are the risks and consequences faced by UK companies?

If UK companies do not properly respond to whistleblowing complaints, they 
could face claims from disgruntled employees working in the jurisdiction where 
the claim was made.  Once a whistleblower demonstrates that they have suffered 
detrimental treatment after reporting a breach or making a disclosure, the burden 
of proof reverses under the Directive such that the person who took the detrimental 
treatment must prove that it can be justified. Employees will also be able to claim if 
they are dismissed in connection with making a whistleblowing disclosure.
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In addition, member states can impose fines and other penalties. The level of risk 
and consequence faced by companies for falling short of the Directive's whistle-
blowing obligations will depend on the country where the breach occurred. 
Denmark, for example, imposes a fine on employers who do not adhere to their 
obligations. Furthermore, companies may be subject to criminal liability. In France, 
multiple penalties may be imposed, such as a 60,000 EUR civil fine against a company 
following a procedure directed against a whistleblower due to information reported 
or disclosed. 

There are also reputational risks for businesses that do not comply. A failure to 
protect whistleblowers will attract negative press attention and can adversely affect 
a company's brand and reputation.  Given the increased focus on ESG issues when 
valuing a corporate's share price, such negative press coverage could have an adverse 
impact on share price. It is also the case that adverse treatment of whistleblowers 
has a negative impact on employee relations. Employees soon learn of colleagues' 
mistreatment, which can prompt general dissatisfaction amongst the workforce and 
ultimately lead to resignations by employees.  At a time when there is a widespread 
"war for talent", this is a risk that businesses should be loath to take. 

Quote from Helen Farr: “UK businesses should not be complacent about the impact of 
the EU Whistleblowing Directive. All UK employers with EU based operations need to 
consider what steps to take to change their whistleblowing arrangements to comply 
with a framework of new rules across the member states where they operate”.
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Considerations when introducing  
a whistleblowing channel
A whistleblowing system allows employees and other relevant stakeholders (interns, 
trainees, former employees, contracters, etc.) to utilise protected channels to report 
wrongdoing on all processes violating the law, including fraud, money laundering, 
corruption, workplace discrimination and sexual harassment. When it comes to the 
decision to introduce a whistleblowing system for the first time or reviewing existing 
arrangements, it is important to take several considerations into account: 

Fulfilling the requirements of the EU Directive and local obligations: As outlined 
above, the EU Whistleblowing Directive has strict requirements for organisations 
and it is important to acquire a reporting system that satisfies all of them, as well 
as certain new local obligations. Modern all-in-one digital whistleblowing systems 
offer the most comprehensive protection possible and tick all the boxes on the EU 
Directive checklist. 

The volume of reports expected: This depends heavily on company size, sector, 
organisational structure and numerous other factors. According to the Whistle-
blowing Report 2021, 34 reports were received by whistleblowing systems in France, 
Germany, Switzerland and the United Kingdom in 2020 on average, with larger and 
internationally active organisations receiving a higher amount. 

The right corporate culture: The “tone from the top” applies to compliance and it 
is important to get senior and middle management behind the drive to implement a 
whistleblowing system. It is also important to establish a culture where employees 
feel free to report wrongdoing. 

Involving relevant stakeholders: The decision to introduce a whistleblowing system 
tends to impact several departments across an organisation. Bearing that in mind, 
it is essential that all stakeholders are involved in the project as early as possible. 
Ideally, management should participate in the communication activities, purchasing 
will evaluate formats, the data protection officer will ensure GDPR compliance, and 
the IT department will invest resources running and maintaining the system while 
upholding the highest security standards. 

Introduction of processes: As soon as an organisation has implemented the system, 
the relevant employees and departments need to prepare themselves for incoming 
reports. As such, a person or team should be designated for processing and handling 
tips. It should be determined whether tips should be handled by one team centrally 
or whether responsibility should be split by topic or region, who substitutes when 
the contact person is absent, the possibility of a dual control principle to prevent 
improper handling of tips and whether the organisation has sufficient legal expertise 
and resources to handle cases internally.
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Choosing the right  
whistleblowing channel
Various channels are at the disposal of companies seeking to introduce a whistle-
blowing system and all of them come with advantages and disadvantages. To 
determine whether a given platform is suitable for an organisation, it is important to 
answer several questions. 

 ■ What key issues expect to receive the most notices and where should risk me 
minimized?

 ■ Can all employees submit concerns or only a certain part of the organisation? 
Are external stakeholders also allowed to submit information? 

 ■ Is anonymous reporting allowed?

 ■ What languages will employees use to submit reports?

 ■ Should the whistleblowing system be available around the clock?

 ■ Should the system be accessible outside of the organisation?

When it comes to the question of opening the whistleblowing system up to external 
stakeholders, much depends on the organisation’s structure, activities and corporate 
culture across different countries. In the UK for example, twice as many companies 
allow external reporting as in Germany and organisations there have affirmed that 
the practice has provided them with valuable reports they would have otherwise 
missed. 

Anonymity is another important aspect of choosing the right whistleblowing system 
and fear of ostracism or retaliation discourages many potential whistleblowers. 
The 2021 Whistleblowing Report found that around half of initial reports received 
at companies in France, Germany, Switzerland and the UK in 2020 were submitted 
anonymously. 

The option of reporting anonymously lowers the inhibition threshold for people 
seeking to call out wrongdoing while studies have shown that many anonymous 
whistleblowers later reveal their identity at a later stage when they feel safe. 
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Seeking a system with numerous possibilities for dialogue is prudent for many 
organisations given that first-time whistleblowers do not always provide the 
information necessary to properly lay out all of the facts in a case. In some instances, 
the individual may possess evidence in the form of recordings or documents that can 
greatly facilitate an investigation. Therefore, the opportunity to seek confidential 
dialogue with the person in question and to ask follow-up questions adds even more 
value to a whistleblowing system. 

Finally, regarding the question of accessibility, the EU Digital Accessibility Directive 
requires public bodies within the EU to make their websites and mobile applications 
accessible. This can also prove hugely beneficial to companies, especially those with 
a high language diversity or different levels of education. In cases such as these, it is 
helpful to offer a low-threshold form of software that can be accessed by everyone.



Advantages:

 ■ Quickly set up and inexpensive

 ■ Accessible when other 
communication channels cannot 
be reached 

Disadvantages:

 ■ Report has to be timed well to 
ensure anonymity

 ■ Handwritten submissions may 
help identify whistleblower

 ■ Anonymous reports lower chance 
for dialogue

 ■ No central solution is possible
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The advantages and 
disadvantages of common 
whistleblowing channels
As mentioned earlier, whistleblowing channels come with advantages and 
disadvantages. In recent years, the digital whistleblowing channel has established 
itself as the most efficient solution as it delivers the most benefits and remains the 
only option guaranteeing complete anonymity for those speaking up. It can be scaled 
as required and remains as suitable for small and medium-sized enterprises as it is 
for large multinational organisations. A digital system can also be supplemented by 
other channels such as a telephone hotline or email address.

Post box

A box on an organisation’s premises where concerns can be submitted by letter 



Advantages:
 ■ Quickly set up and inexpensive

 ■ Messages can be submitted at any 
time

 ■ Two-way communication possible 

Disadvantages:
 ■ Anonymity is not guaranteed as all 

emails can be traced

 ■ Secure transfer of documents is 
not possible

 ■ Lack of formality regarding 
desired information and languages

 ■ Personal data handling is laborious 
due to privacy regulations

Advantages:

 ■ Personal dialogue with 
whistleblower can reduce 
inhibitions

 ■ Interlocutor can absorb 
information in a structured 
fashion

 ■ Suitable for people with reading 
and writing difficulties 

Disadvantages:

 ■ No anonymity (voice leads to 
conclusions even when number is 
hidden)

 ■ Call centers are often not available 
around the clock

 ■ Connection or sound problems 
can cause answering machine 
errors

 ■ It can be expensive

 ■ A phone call takes more effort 
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Email
A central email account where reports can be sent

Telephone hotline 
Central or multiple phone lines whistleblowers can contact. Can be internal solution 
or external call center



Advantages:
 ■ Legal expertise in questioning

 ■ External body can increase trust

 ■ Effective when internal resources 
are lacking 

Disadvantages:
 ■ No anonymity when the 

ombudsman is contacted by 
phone or email

 ■ Language skills can be problematic 
in international organisations

 ■ Ombudsman is not afforded legal 
protection

Advantages:

 ■ The only channel guaranteeing 
anonymity, even during 
subsequent dialogue

 ■ No restrictions regarding 
availability and languages

 ■ Guided reporting process 

 ■ Secure online transmission of 
evidence

 ■ Full compliance with data protection 
regulations (such as GDPR)

 ■ Secure documentation of all 
notices, messages and files from 
the whistleblower

 ■ Notices in foreign languages can 
be translated directly in the system 
by certified agencies

 ■ Simply mapping of decentralised 
processing of notices through 
role and rights concept as well as 
automatic routing of notices 

 ■ Possibility to connect to other 
channels for reports such as a 
phone hotline  

Disadvantages:

 ■ The whistleblower must write 
down access data to maintain 
dialogue 

 ■ Setting up the system can 
take time in the case of highly 
individualized and multilingual 
systems 

Ombudsperson 
An external and independent person who receives whistleblowers’ reports in person.

Digital whistleblowing system 
An online platform for whistleblowers where reports can be made (with attachments) 
both confidentially and/or anonymously regardless of the time and place.
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Digital whistleblowing systems 
and the EU Whistleblowing 
Directive
Technology has been changing the face of whistleblowing and new digital solutions 
have enabled companies to implement secure reporting channels with minimal 
effort. Their high levels of automation have also reduced manual processes, resulting 
in both time and budget saved. 

As well as being compliant with data protection laws such as GDPR, digital whistle-
blowing systems such as EQS Integrity Line fulfill all the requirements of the EU 
Whistleblowing Directive and national whistleblowing laws: 

Requirements of the Directive EQS Integrity Line

 { Obligation to establish channels 
for internal reporting and for 
follow-up (Article 8 para. I, IX) 

 { Reporting in writing or orally or 
both forms (Article 9(II)) 

 z Written report submission 

 z  Report submission by telephone 

 z Coordinate follow-up measures 

 z Worldwide availability 24/7 

 z Report submission in more than 
70 languages 

 z Voice distorted sound recording 

 z Notification of the whistleblower 
before recording 

 z Trust through transparent 
data processing vis-à-vis 
whistleblowers 

http://www.integrityline.com
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 { Ensuring the confidentiality 
of the whistleblower and the 
associated people (Article 9(I)(a), 
Article 16(I)) 

 { Confidentiality agreement 

 z Proven access security (highest 
level of IT security, modern 
encryption logarithms and high 
security data centres) 

 z ISO 27001 certification  

 z Flexible rights and role principle 
based on needs 

 z Pseudonymisation / 
anonymisation in conformity with 
data protection laws 

 z Recommendations for 
whistleblowers to secure 
anonymity 

 { Acknowledgement of receipt 
of the report and feedback in a 
timely manner (Article 9(I)(b), (f))  

 z Secure dialogue thanks to secure 
mailbox  

 z Text modules facilitate 
confirmation of receipt and 
feedback to whistleblowers 

 z Resubmissions to meet deadlines 
efficiently 

 { Processing of personal data in 
accordance with the EU GDPR and 
the previous Directive (Article. 17) 

 { No collection nonrelevant data or 
immediate deletion 

 z Data protection-certified 
whistleblower system (EU GDPR)  

 z Fully adaptable to any country-
specific requirements 

 z Standard settings are fully 
compliant with GDPR 

 z Reporting categories and 
pre-defined questions prevent 
the collection of nonrelevant data

 { Documentation of all incoming 
reports in accordance with 
confidentiality obligations (Article 
18) 

 { Retention until the requirements 
of Directive/Union/national law 
are met 

 { Review, correction & confirmation 
of the transcript of a telephone 
report by the whistleblower 

 z Audit-proof documentation 

 z Measurable effectiveness 
through powerful management 
reporting 

 z Can be archived for required 
period after anonymisation 

 z Review, correction & confirmation 
thanks to dialogue with 
whistleblower 
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How to implement your

WHISTLE
BLOWING
SYSTEM

During the implementation process, some 
points have to be agreed upon internally. These 
include explanatory texts, FAQs, reporting 
categories, languages and access rights.
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Defining explanatory texts and questions: It is essential to compile the questions 
that a potential whistleblower needs to be asked so that as much relevant information 
can be collected as possible. For example, these steps are straightforward when 
a digital whistleblowing system is adopted as it comes with texts and templates 
that can be edited as standard. It is important to add that when an organisation is 
compiling questions, the number should be kept low so as not to scare off or deter 
people from coming forward with concerns. It is also worth keeping in mind that tips 
contain personal data which means they are subject to data protection regulations 
such as the GDPR. Most providers of whistleblowing systems supply all the necessary 
documents to ensure the legal requirements are meet. 

Establish reporting categories: Organisations can specify their own reporting 
categories. If categories are not specified, this lowers the inhibition threshold for 
many whistleblowers. If a company does decide to create categories, it can help with 
further processing. Some examples of typical categories include bribery, corruption 
and kickback payments, problems with data and IT security, money laundering and 
discrimination or harassment. 

Languages/countries: While languages can prove problematic for traditional whistle-
blowing channels such as the telephone hotline, any language can be integrated into 
modern whistleblowing systems in principle. Companies with broad international 
operations can thus offer a system in all relevant languages with little effort. It is also 
important to comply with country-specific requirements. An example of this is that 
not all countries allow an anonymous reporting option. 

Access rights and escalation: When using a digital system, access rights can be 
determined on a need-to-know basis when sensitive data is involved while escalation 
levels can also be defined as desired. An example of the latter would be if the case 
handler has not reacted to a complaint within the specified timeframe. 

!

?
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The test phase: Once implementation is carried out by the provider, the organisation 
should conduct an internal trial with their new whistleblowing system, gauging 
whether the right people are reached, texts are stored in relevant languages and if 
notices have been sent correctly. 

Release: If everything is then determined to be functioning correctly, then the 
system is ready for real-world use. A link should appear in all relevant places within 
the organisation such as the intranet, website and code of conduct. It should also be 
used in campaigns or on notice boards to generate awareness, a topic we will cover 
more closely in the next section.
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Tips on  
communication 
Time and time again, organisations have admitted that the biggest error they 
have made with their whistleblowing system is a failure to communicate about it 
effectively. Reporting channels can only prove effective if employees actually avail 
of them and this doesn’t just require good communication. It also needs regular 
communication. As an initial step, the management or directors should be involved 
in the communication campaign and the focus should be placed on highlighting the 
whistleblowing system’s advantages. As well as showing that management supports 
the initiative, that also illustrates to employees that their reports will contribute to 
furthering the success of the organisation. 

“Internal whistleblowing” can be a new area for many employees and that means that 
several things have to be kept in mind. Workers should be reassured that whistle-
blowing does not equate to “snitching” or “denunciation” while fears about possible 
sanctions should be put to rest. To achieve that, a short and concise message should 
be sent regarding the purpose of the whistleblowing system. 

Ideally, the communications around the measures taken should occur within the wider 
compliance framework which should provide reassurance that the organisation is 
keen on implementing preventative measures and building an effective compliance 
culture. Therefore it is highly recommended to include the whistleblowing system in 
the organisation’s code of conduct and to encourage employees to use it. 
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How to communicate your whistleblowing system 

The employee magazine, chat system, blog or newsletter should all be harnessed 
to convey news about the whistleblowing system. Even before it is launched, teams 
should be informed of the implementation status, examples at other companies, 
examples of incidents brought to light by whistleblowers and interviews with both 
internal and external experts. 

Of course, the channels and media available depend heavily on the organisation itself 
as well as its existing communication strategy. However, to best generate awareness 
both internally and externally, the following media forms should be utilised where 
possible:

 ■ Flyers

 ■ Posters

 ■ Brochures

 ■ Videos

 ■ Newsletter

 ■ Banner

 ■ Giveaways

 ■ Social media campaigns

 ■ Notices during the onboarding process

 ■ Press release

In addition, these are some of the best channels to publicise the system:

 ■ Intranet

 ■ Organisation website

 ■ Bulletin board/video walls

 ■ (Internal) Newsletter

 ■ Employee magazine

 ■ Information events

 ■ Press conference
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It is recommended to set up a dedicated section for compliance and whistleblower 
protection on your website where all relevant information, such as the code of 
conduct, is collated (with a direct link to the whistleblowing system prominently 
featured). If third parties such as suppliers are granted access to the system, it is also 
useful to provide them with appropriate materials for publication on their websites. 

Whistleblowing should also be integrated into HR processes and compliance should 
be a permanent feature of every employee review. Confidence can also be fostered 
through the inclusion of a clause in an employee contract of work agreement 
whereby the individual is granted anonymity or freedom from sanctions. 

As outlined earlier, many organisations make the mistake of only communicating 
about the whistleblowing system at the time of launch which results in existing 
employees forgetting about it and new joiners failing to learn about it. Communi-
cation should be conducted on a regular basis as part of training courses and, above 
all, during the induction of new employees. It should also feature prominently in the 
code of conduct. During annual surveys, the staff should be asked to what extent they 
are aware of the system and the results should determine whether further communi-
cation measures are necessary. Finally, once the whistleblowing system is opened 
externally, regular campaigns should also be planned to promote it. Including a 
clause in an employee contract or work agreement also helps to develop confidence.
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Speak-Up Culture:  
How Does it Work? 
An insight from Dr. Bettina Palazzo 

Before a corporate scandal becomes public, it’s entirely possible that many people in 
the company were aware of the ticking time bomb for a long time and you have to 
ask yourself why they didn’t say anything. 

Whistleblowing systems offer a way to address misconduct in a company internally 
at an early stage. Such systems work best when they are embedded in a speak-up 
environment where raising issues informally without fear of reprisal is possible. 

Of course, this is not easy. Join me to explore the challenge of speak-up culture and 
get answers to questions like: 

 ■ How are whistleblowing systems and speak-up culture related?

 ■ What are the benefits of speak-up culture?

 ■ What prevents employees from speaking up about ethically sensitive issues?

 ■ What can compliance do to promote speak-up culture?

 ■ What tools are available to promote speak-up culture?

How are whistleblowing systems and speak-up culture related? 

A speak-up culture creates a climate of psychological safety where speaking up 
personally about sensitive issues is both possible and taken seriously. Whistleblowing 
systems serve to provide employees with a confidential or anonymous communi-
cation channel for whistleblowing. A good ethics and compliance programme needs 
both. 

Whistleblowing systems are first and foremost a formal point of contact when it 
comes to ensuring that all issues are addressed, even those that, for various reasons, 
whistleblowers cannot or do not want to resolve informally and interpersonally. 
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So, you could say that the whistleblowing systems are the hardware and speak-up 
culture is the software. Without good software, the best hardware is of no use and 
vice versa. However, since the hardware is easier and faster to set up, the software 
unfortunately gets neglected too quickly. 

Whistleblowing systems work better when they are embedded in speak-up culture. 
In an organization characterized by fear and mistrust, it is difficult for employees to 
believe that a whistleblowing system is truly confidential and that there is no reason 
to fear retaliation.

Recently, I have observed that many companies refer to their whistleblowing system 
and related communication measures as “speak-up”. This is understandable because 
they want to avoid the negative connotations of whistleblowing as a denunciation 
tool. Speak-up sounds much more attractive and motivating. 

Nevertheless, the two elements should not be confused. The new ISO 37002 “policy 
on whistleblowing” also sees it that way. A whistleblowing system is a formal process 
that may lead to investigations or legal consequences. A speak-up culture, on the 
other hand, is the informal, interpersonal way of addressing problems or issues. 

The great advantage of a speak-up culture is that problems can be addressed directly 
in real-time and ideally solved. Sometimes it can be a matter of life and death. 
Think of the Challenger Space Shuttle disaster as an example. On the evening of 27 
January 1987, one day before the launch, engineer Allan McDonald noticed that it 
was unusually cold by Florida standards and there was therefore a risk of part of the 
rocket system exploding. His bosses were under time constraints and pressure to 
deliver which saw them push the launch through, resulting in the ensuing disaster. 

We can also think of a nurse who does not dare point out a mistake to the head 
doctor during an operation – whistleblower systems are of no use in such situations. 
We also know from research around the functioning of whistleblowing systems that 
employees share more information when they are actively questioned on a regular 
basis, their concerns are addressed, and open feedback is encouraged. 

Also, as a result of this Ethisphere study, we know that just 55% of employees who 
observe misconduct actually report it. Of these, only 23% turn to a whistleblowing 
system while 64% turn to their manager or others.

https://ethisphere.com/wp-content/uploads/Ethical-Culture-Insights-PartTwo-Jan2020.pdf
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What advantages does a speak-up culture bring?  

Creating a speak-up culture is of course no easy task. We all know from our 
experiences how difficult it can be when we have to call someone out on bad 
behavior or something unpleasant. Very few take the bull by the horns. Rather, we 
have learned to avoid such conversations as they can easily jeopardize relationships. 

These avoidance tactics can cost companies dearly. Employees who observe 
questionable behavior and do nothing about it are still distracted from their work 
and waste energy inconclusively regurgitating the problem or moaning about it 
behind closed doors. The list of conflicts simmering under the surface ranges from 
disrespect to bullying and harassment, untenable deadlines or abuse of power. 

Rather than being mere trivialities, these are poison to morale, employee engagement 
and the avoidance of bad decisions. Moreover, these small “slips” can very quickly 
grow into bigger problems and maneuver an organization's climate of integrity down 
the escalator. 

One should also not underestimate the sabotage potential of employees. If I suffer 
from a toxic boss, I also have the perfect justification to take home high-value 
stationery from the office under the motto: “better living through office theft.” 

The benefits of a speak-up culture go far beyond avoiding these underlying risks and 
misconduct in general. A 2017 Gallup study found that companies whose employees 
felt they were being heard experienced 27% less staff turnover, 40% fewer workplace 
accidents and 12% more productivity.

Finally, a good speak-up culture is crucial for a climate of innovation. Those who know 
that controversial issues can be addressed without fear are far more likely to dare to 
propose new ideas. The creation of a speak-up culture therefore offers compliance 
the opportunity to create added value that goes beyond the usual prevention of 
misconduct. In order to create this added value, we first need to understand why 
speak-up can be difficult and what can be done about it.

https://www.gallup.com/workplace/236198/create-Kultur-psychological-safety.aspx
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What prevents employees from openly addressing ethically sensi-

tive issues? 

First of all, people in organizations are afraid of jeopardizing the relationship with 
the person being addressed by critical feedback. Nobody likes to have problematic 
behavior pointed out to them. We all consider ourselves good people and instinc-
tively react defensively when someone doubts that. At the same time as the person 
giving the feedback, I am afraid of being seen as a troublemaker. This fear is naturally 
greater when the other person has a more senior position in the hierarchy. 

So, since both sides may have valid reasons to avoid speak-up, the tendency to evade 
such critical conversations is very strong. 

Addressing misconduct in such a way that the other person does not become 
defensive is an art that needs to be learned – most people simply do not know what 
to say and how to say it so that it can be accepted by the other person. 

Moreover, ethical problems are often not black and white but rather a grey area. 
If we are not sure whether we are really dealing with an ethical misstep, then it is 
preferable to say nothing if there is any element of doubt. 

This ambiguity in turn fosters the so-called bystander effect, a social psychological 
theory which says that if there are many bystanders in an emergency situation, the 
probability that one of them will intervene decreases. This is because everyone 
expects the other to react first (distribution responsibility) and no one wants to 
stand out from the crowd, particularly if the situation is unclear and the bystanders 
are unsure whether an intervention is socially appropriate. A classic example: in a 
meeting the boss makes an inappropriate joke. Everybody freezes and waits for 
someone to say something, but nothing happens. Nobody wants to be the first to 
intervene for fear of making themselves unpopular. 

So, the silence is contagious. If no one says anything, then it becomes all the more 
difficult to put oneself into that vulnerable position. It is much easier to placate 
oneself with all sorts of rationalizations and say nothing. “It’s no big deal,” “it was just 
a harmless joke,” “it’s not my responsibility,” or “that’s just the way he is.” Let’s stick 
with this example and play out the end of the story once via the formal reporting 
route and once via direct speak-up:

So, the boss has made an unpopular joke. A staff member feels extremely 
uncomfortable about it and reports the behavior through the whistleblowing system. 
An investigation follows and the whole department is in a state of uproar. The boss 
has to go to HR for a coaching talk. Subsequently, he apologizes to the employee, but 
the working relationship is destroyed. 
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In a functioning speak-up culture, this would not have been necessary. The employee 
or someone from the team would have either immediately in the meeting or during 
a confidential conversation afterwards, pointed out to the boss in a friendly but firm 
manner that the joke was not really funny and that some people might have found 
it offensive. The boss might have thanked the employee for the feedback before 
realizing that he or she was out of line. There might have been a subsequent apology 
and learning lessons about ethical leadership for the future.

The informal solution is the better tactic in less serious situations. However, it is also 
clear that this approach only functions in an open feedback environment where 
those involved have learned the necessary communication skills.

What can compliance do to promote a speak-up culture?

In order to create a speak-up culture, compliance must first consistently take on 
the role model as Chief Speak-Up Officer. This means that they must always relent-
lessly communicate their critical truth to top management and ensure that their 
tone-from-the-top speak-up is also correct. The best way to do this is, for example, 
to tell a credible story about what management will do for the speak-up culture. 

After that, it is important to empower all other managers to fulfil their role as key 
speak-up culture leaders. It is not enough for managers to say “my door is always 
open!” They must continuously demonstrate in words and deeds that critical 
feedback is welcome, does no harm to anyone and is taken seriously. That has to be 
learned. Fortunately, there are proven techniques for this, such as active listening 
because without “listen-up,” there is no “speak-up.”

Most managers deal with ethics and compliance only sporadically and have not 
learned to have an open and productive conversation about it with their teams. 
Experience shows that such topics only become relevant when something has gone 
wrong. Leaders need a tool to help them make team conversations about ethics and 
compliance a positive experience. 

Compliance departments can provide such a tool to their managers in the form of 
a simple discussion guide and a list of open questions. I call this Compliance Team 
Talks. 

The importance of such conversations is again demonstrated by Ethisphere’s study 
which found that employees whose managers regularly communicate about ethics 
and compliance are twice as likely to raise sensitive issues on their own initiative. This 
is obvious: why should I raise an issue with my boss if he or she never signals that it 
is important? 
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Summary:

Whistleblowing systems and speak-up culture are two sides of the same coin. Both 
must be continuously accompanied and supported by compliance measures at 
leadership and communication level. 

This achieves much more than just the prevention of unethical behavior – it creates 
a culture of open dialogue in which employees can resolve conflicts and not feel 
helpless because they realize they are actually being heard.

Dr Bettina Palazzo 

Dr Bettina Palazzo is convinced that unethical companies make people unhappy. 
That’s why she has spent 25 years working tirelessly to make business ethics a topic 
that is attractive to everyone. She helps companies and non-profit organisations 
advance the ethical skills of their managers.
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Conclusion
As the number of states transposing the EU Whistleblowing Directive gradually 
rises, whistleblowers across the continent are finally receiving comprehensive and 
uniform protection while reporting wrongdoing. Given that the new measures 
make the implementation of whistleblowing systems obligatory for companies, 
public institutions and muncipalities Europe-wide with more than 50 employees, it 
is imperative that organisations act now in order to meet the requirements of EU 
Directive 2019/1937. 

Proactive steps in this direction will ensure that companies are ready to comply with 
the Directive, regardless of whether the transposition process has been completed 
or not. This would also help organisations identify risks early and stave off serious 
financial or reputational damage. 

Failure to establish suitable internal reporting channels could see the whistleblower 
contact the relevant authories or even go public which could also prove highly 
damaging for organisations. It is therefore essential that that alongside making 
suitable channels available, they must be publicised effectively so that employees 
are both aware of and utilise them. 

Out of all the possible solutions, digital reporting channels remain best practice 
because they are the only systems fulfilling all of the requirements for secure, 
anonymous and GDPR-compliant communication, completely complying with the EU 
Directive. The implementation process is also straightforward while the reporting 
procedure is quick and efficient. Additionally, the handling of reports can be 
conducted in-house while automation allows both time and resources to be saved. 

Conclusion

Additional resources

1

»  Whistleblowing Report 2021 «

»  Whistleblower Protection for 
Businesses «
How to Implement An Effective Whistleblowing System

Whistleblowing Report 2021Whistleblower protection for businesses 
- How to implement an effective whistle-

blowing system  

EQS Compliance Blog

https://www.integrityline.com/expertise/white-paper/whistleblowing-report/
https://www.integrityline.com/expertise/white-paper/whistleblower-protection-for-businesses/
https://www.integrityline.com/expertise/white-paper/whistleblowing-report/
https://www.integrityline.com/expertise/white-paper/whistleblower-protection-for-businesses/
https://www.integrityline.com/expertise/blog/
https://www.integrityline.com/expertise/blog/
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EQS Integrity Line  
Trust Europe’s leading provider of digital 
whistleblowing systems

Meet all legal requirements and benefit from a user-friendly reporting channel for 

whistleblowers and compliance officers.

Your benefits at a glance:

 ■  Tailored to the requirements of your company — for SMEs, large corporations or 

public sector organisations

 ■  Compliant with local and international regulations,  

e.g. EU Whistleblowing Directive

 ■ Fulfills highest security and data protection standards

 ■ Multiple language coverage for international use

 ■ Protected whistleblower channel with anonymous dialogue function 

 ■ Easy and secure case management

 ■ Over 2,500 satisfied clients around the world

 ■ Part of the digital compliance platform EQS Compliance COCKPIT

Find out more and book a free demo:

www.integrityline.com

https://www.integrityline.com/


About EQS Group 
Since its foundation in 2000, EQS Group has supported several thousand companies 
worldwide in fulfilling complex compliance requirements.  

The cloud-based EQS Compliance COCKPIT bundles the most important compliance 
work steps in the areas of whistleblower protection and case handling, policy 
management, approval processes, conflicts of interest, insider list management, 
and reporting obligations into one platform. It equips compliance professionals 
with simple workflows, automated processes, advanced analytics and clear reports 
to facilitate their daily work. In addition to its compliance products, EQS Group also 
offers digital solutions for investor relations and ESG.  

Today, EQS Group is represented in the world’s major financial capitals with around 
600 employees. Visit the website to learn more: www.eqs.com

163Further Sources | About EQS

http://www.eqs.com
https://twitter.com/eqsgroup
https://www.linkedin.com/company/eqs-group/
https://www.facebook.com/EQSGroup
https://www.youtube.com/user/EquityStory
https://www.xing.com/companies/eqsgroup
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www.eqs.com
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https://www.eqs.com/de/
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